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Abstract: This article describes a new idea for protecting digital audio with a confusion and diffusion
scheme based on the modification of the double-scroll function and SHA-256 function. In the first scheme, the
confusion process is carried out by scrambling dual channels of plain audio using the keystream of the double-scroll
function in the form of the proposed new nonlinear transformation function. The initial value of the double scroll
function is obtained through the SHA-256 function. In the next scheme, the diffusion process is carried out by
substituting the value of the dual channels based on the nonlinear transformation function, resulting in cipher audio.
The proposed algorithm based on this new idea produces a very large key space of 1111 1 111, This means that
this algorithm is highly robust to brute force attacks. Simulation of the algorithm based on the test data used
produces a histogram of uniformly distributed cipher audio, and the correlation coefficient is negligible (toward
zero), which can be interpreted as uncorrelated. This means that this digital audio encryption algorithm is highly
resistant to statistical attacks. Another performance resulting from the algorithm in this article is that it is excellent
for doing cipher and decrypted audio with reference to the PSNR value of the cipher audio being negligible
(4.66037-5.04020 dB), and the PSNR value of the decrypted audio is much greater (69.28398-81.14115 dB).

Keywords: audio encryption, confusion, diffusion, double-scroll chaotic function, SHA-256.
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1. Introduction
Data security and confidentiality are critical and
urgent in the big data era. Various attempts have been

made to secure digital data with chaos-based
cryptography using logistic maps [1-2], logistic
modification maps (MS maps) [3], chaotic

permutations with multiple circular shrinking and
expanding [4], density and 6D logistic maps [5], and
color scrambling based on chaotic permutations with
multiple circular shrinking and expanding [6] in image
data. However, Chaudhary [7] proposed using the
hybrid chaotic and block cipher approach for color
image encryption. One critical issue is to have a secure
digital voice using a chaos function, which is robust to
brute force and statistical attacks.

Several schemes have been proposed using
confusion and diffusion schemes based on chaotic
multi-scrolling. This method produces a key space of
2256 = 3.4 x 108° and a key sensitivity level of 10714
[8]. Another scheme, which uses a 2D cosine number
transform, results in a key space of 22°6 = 1.16 x
1077 [9]. Algorithm with another scheme uses a 2D
tent map and two Chebyshev polynomials, which form
a key space of 23'° = 1.07 x 10° [10]. Another
article offers a circle map scheme and a modified
rotation equation that produces a key space of 2149 =
7.1 x 10** [11], and there is an audio encryption
algorithm using a logistic map with a key space of up
to 238 =57 x101% [12], a normalized complex
quadratic map (NCQM), which produces a key space
of 2156 =91 x 10% (single NCQM) and 236* =
3,8 x 10199 (double NCQM) [13], and a 3D Lorenz—
Logistic map with a key space formed reaching
266 = 7.4 x 10 [14]. Moreover, Abdul Kadhim et al.
[15] proposed audio steganography with 4D grid multi-
wing hyper-chaotic system and introduced a speech
encryption algorithm based on the Lorenz chaotic map
[16]; a new speech encryption algorithm based on a
dual shuffling Hénon chaotic map [17] uses a chaotic
elliptic map [18]. Another article offers a hybrid
modified lightweight algorithm [19] that uses integer
wavelet transform and geometric handling [20]. The
schema we use in this paper is inspired by [8].

The chaos function is a random mapping, sensitive
to initial values, and has ergodicity [21], so it can be
used as a random number generator. The chaos
function is suitable for designing digital data protection
algorithms [22].

This paper describes a study on increasing the
security of audio data encryption based on the chaos
function with pre-processing using a 256-bit hash
function. In the following process, confusion and
diffusion schemes are used. Finally, the chaos function
used is double-scroll to generate the keystream. The
performance measure of this algorithm is based on
various analyses, namely key space analysis, key
sensitivity analysis, correlation coefficient analysis,
histogram analysis, and audio quality analysis (using
peak signal-to-noise ratio (PSNR) value).

The double-scroll chaos function developed in this
article is inspired by ordinary differential equations
[23, 24] represented by multivalued functions such as
Equations (1) and (2).

T =ay-x) - f()

19— pic—y)+2 M
E =-y()
where
—0.8x, -1<x<1
Flx) = {—0.8 —05(x—1) 1<x (2
—0.8— 05(x+1) x < -1

with t as time, x, y, and z are initial conditions, and

a —% p=1 and y = 1—70 This function generates
dx dy dz .
three sequences, — iyt and e with a length of L.

The Lyapunov exponent can examine the stability
or chaotic nature of a dynamic (non-linear) system
[25]. Fig. 1 shows that this nonlinear system is always
chaotic because the largest Lyapunov exponents, when
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Flg 1 The Lyapunov exponents (Developed by the authors)
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2. Methods/Materials

The encryption and decryption processes developed
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in this article are described in a concise and systematic
manner (Fig. 2 and 3).
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Fig. 2 The proposed digital audio encryption process (Developed by
the authors)
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Fig. 3 The proposed digital audio decryption process (Developed by
the authors)
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2.1. Generating the Keystream

Obtaining cipher audio from plain audio begins by
generating the keystream with the first step calculating
the initial condition value, which is carried out after
calculating the hash value of the plain audio file AP on
dual channels with length L, using the 256-bit hash
function algorithm according to Equation (3).

Xo = x'p + hex2dec ((Lh;f;z;l))

, (hyo:hys)
Yo =Y’y + hex2dec (#O;‘f) (3)
zy = z'og + hex2dec ((}Llflg;’j))

Then, we use the initial conditional values to obtain
three floating-point sequences from X, Y, and Z, each
of which has length L. Next, we obtain two sequences,
Y. and Z_, with Equation (4).

Y.(i) =mod(axY(i),1), yeEY 4

{Zc(i) =mod(bxZ(i),1), z€Z “)
where i=L+1, L,L—-1,..,2

The function hex2(x) in equation (3) is to convert
the hexadecimal number x to a decimal number. The
function mod(x,1) in Equation (4) is the modulus
operation to obtain the fraction value or the equivalent
of x — [x].

2.2. Confusion Process

In the confusion process for the test data in
scrambled audio files, first, generate two ascending line
numbers of the two-channel AP matrix. This is
presented in two additional arrays H; and H,, as in
Equation (5).

Hy =[1,234,...L] 5
{HZ =[1,2,34,...L] ©®)
The sequences of X and Y generated from Equation

(1) are sorted, and the position of each component is
found to obtain arrays of H,'and H.,".
Let S; and S, as two rows of matrix AP represent

channel-1 and channel-2 of plain audio, respectively.
Permute S; and S, by Equation (6) to obtain the
permuted arrays S;’ and S,’; then, elements in AP are
confused.
{S 1(0) = S1[H (D]
S =S, [H'z(i)]
wherei =1,2,3, ..., L.

(6)

2.3. Diffusion Process
A simple nonlinear transformation is used [17] for
the diffusion process, as in Equation (7).

fx,m) = XD W)

where x € [—1.0, 1.0] is a number generated by
equation (1) and m € [—-1.0, 1.0] is a value that
represents the normalized audio sample, k € N. Diffuse
the elements to obtain the arrays S;” and S, " and the
rows of the ciphered audio data matrix AC by Equation
(8).

Ye()@2+(Ye(D)xS'1(1)) -5 "1 (D)

s @) = -

. PR (8)
o 2e@@+(2eDxS2(D)-5 1)
S0 = b

wherei =1, 2...L,and a,b € N,

2.4. Embedding the Hash Value

The keys used in this algorithm are symmetric, so
the hash value used to generate the key stream must be
obtained in the decryption process. Let hash, be an
array containing hq, hy, hs, ..., h3, and hash, be an
array containing hss, hsys, hss, ..., hgs. Then, convert
hash, and hash, from hexadecimal to decimal form,
divide them by 16 because the values S;” and S, are
between —1.0 and 1.0. Finally, concatenate hash, with
S,'” and hash, with S,""in Equation (9).

{5”'1(1') =5"1(0) | hashy

§"2(@@) = 8",(1) | hash,
wherei = 1,2,3, ..., L.

9)

3. Results and Discussion

The simulation environment is Python version 3.7
and NIST test suite with Intel(R) Core (TM) i7-
2670QM CPU @ 2.20 GHz (overclocked to 2.80 GHz),
RAM 6 GB DDR3 1333 MHz. To test the performance
of the encryption algorithm in terms of keystream
randomness level, key space and key sensitivity,
processing time, spectrum histogram, correlation
coefficient, and audio quality test using peak signal-to-
noise ratio.

This audio encryption and decryption algorithm was
successfully developed to protect audio data
confidentiality. The implementation and performance
analysis of the algorithm was carried out on all audio
samples as test data (Audiol: bung_tomo.wav and
Audio2: JFK.wav) according to Table 1. We describe
the implementation and analysis results in the
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following sections, which show several output
parameters as an indication of guaranteed security for
audio data.

Table 1 Data used in the experiment and analysis (Developed by the

authors)

Test Data  Data Name (wav) Duration (seconds)  Size (Kb)
1 Audio - 1 5 860

2 10 1680

3 20 3360

4 40 6720

5 Audio -2 5 862

6 10 1680

7 20 3360

8 40 6720

Fig. 4 and 5 show the frequency spectrum images of
plain and cipher audio from Audiol.wav. As shown in
Fig. 5, the results of the audio encryption result in the
frequency values being dominant and evenly
distributed (dense) throughout the time interval. The
sound from the encrypted result (cipher audio) is
boisterous, so the contents of the message from the
original audio (plain audio) cannot be obtained.
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Fig. 4 The frequency spectrum image of the plain audio (Developed
by the authors)
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Fig. 5 The frequency spectrum image of the cipher audio
(Developed by the authors)

3.1. Key Randomness Analysis (NIST Test Suite)

The NIST Test Suite was used to analyze the
randomness of the keys generated by this algorithm.
This test consists of 15 statistical tests with a
significance level of a = 1% [26].

Table 2 shows that the results of testing the
keystream algorithm using the NIST Test Suite are
random. This test is based on 15 statistical tests with a

P-value, which is always greater than the significance
level of @ = 1%. In addition, the pass rate of the 15

statistical tests is almost 100%.

Table 2 NIST randomness test results (Developed by the authors)
Statistical Test Repetition P-Value Proportion
Frequency 1 0.304 97/100

Block Frequency 1 0.419 98/100
Cumulative Sums 2 0.457 99/100
Runs 1 0.596 99/100
Longest Run 1 0.779 99/100
Rank 1 0.457 100/100
FFT 1 0.130 100/100
Non-Overlapping 148 0.543 99/100
Overlapping 1 0.699 99/100
Universal 1 0.868 99/100
Approximate entropy 1 0.422 100/100
Random Excursions 8 0.368 69/70
Random Exurcsions Var. 18 0.539 69/70
Serial 2 0.713 98/100
Linear Complexity 1 0.514 98/100

3.2. Time Analysis

Simulations for each test data were carried out ten
times each. Table 3 shows the results of calculating the
average encryption and decryption times. The average
encryption time is faster than the average decryption
time because we need to generate the permutated
matrix in the decryption process and obtain its inverse.

Table 3 Average times of the encryption and decryption processes
(Developed by the authors)
Test Data _ Average time (seconds)
Encryption process Decryption process

1 55.7549 60.2349

2 128.9539 140.0469
3 229.9700 235.6570
4 528.4219 539.8790
5 52.4580 60.1350

6 123.0590 136.5339
7 232.6790 243.5669
8 539.0869 552.7350

3.3. Key Space and Sensitivity Analysis

One of the characteristics of a chaotic system is its
high sensitivity to initial wvalues. This is very
significant, as indicated by the key space size, so that it
can provide a high level of security or resistance to
brute force attacks.

The key used in this article is symmetric, and the
decryption key is the same as the encryption key. The
size of the key space generated from this audio
encryption algorithm is 1.6 x 1077 x 10%? x 6.5 x
10* = 1.04 x 1012* = 2412 |t can be concluded that
this algorithm is robust in resisting brute force attacks
compared to other algorithms (Table 4) because it has
the largest key space size.

Table 4 Comparison based on chaotic maps and key space
(Developed by the authors)

Key Space

2267 = 3.4 x 1080

2256 = 1.16 x 1077

2319 = 1,07 x 10%°

Chaotic Maps

Multi-scrolling — SHA 256-bit [8]

2D cosine number transform [9]

2D tent map and two Chebyshev polynomials [10]
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Continuation of Table 4

Circle map and modified rotation equation [11]
Logistic map [12]

Single NCQM [13]

Double NCQM [13]

3D Lorenz — Logistic map [14]

Double scrolling — SHA 256-bit (proposed)

219 = 7.1 x 10%*
2348 = 57 x 10104
2156 = 9.1 x 10%®
2364 = 3.8 x 10107
266 = 7.4 x10%°
2412 = 1,04 x 10124

3.4. Histogram Analysis

A histogram test was performed on the plain and
cipher audio to determine the distribution of values of
all samples in digital audio (Fig. 6).

Channel 1 Channel 2
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30000 A
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Frekuensi
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—10000-5000 O 5000 10000 -10000-5000 O
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5000 10000
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0.00 025 050 075 100 000 025 050 075 100

(b)
Fig. 6 Histogram of the plain (a) and cipher audio (b) (Developed
by the authors)

The result shows a histogram of the sample
distribution in plain audio having the frequency of
occurrence of the sample value in a fluctuation form,
which indicates the dominance of a sample value in
digital audio. On the other hand, Fig. 6b has a form of
histogram that is close to flat, indicating that the cipher
audio has a uniformly distributed value for each value
in the range [-1,1], making it difficult for the attacker to
deduce which sample values are dominant to obtain the
plain audio samples.

3.5. Correlation Coefficient Analysis

The correlation coefficient test was performed to
check how close the relationship between audio data is.
The analysis was performed on encrypted audio to
determine the correlation of all samples against the
plain audio, as shown in Table 5.

Table 5 Coefficient of correlation between the plain and cipher
audio (Developed by the authors)

Testdata _ Plain Audio  Cipher Audio  Plain Audio and its Cipher
L,/Ry, L./R,. L,/L, R, /R,

1 0.999 0.00049 0.00325 -0.00138

2 0.999 -0.00076 -0.00023 -0.00084

3 0.999 0.00038 -0.00005 -0.00104

4 0.999 0.00021 -0.00016 -0.00069

5 0.999 0.00313 0.00027 -0.00099

6 0.999 0.00445 0.00110 0.00099

7 0.999 0.00135 0.00014 -0.00064

8 0.999 -0.00005 -0.00013 -0.00160

The correlation value of each left (L) and right (R)
channel of plain audio to encrypted audio from all test
data is negligible (close to 0). This means that the
correlation is weak or can be called no correlation. It
can be stated that this algorithm is robust against
statistical attacks.

3.6. PSNR Analysis

Table 6 shows the results of calculating the PSNR
value of encrypted audio files against plain audio and
decrypted audio files against plain audio from all test
data. The PSNR value of encrypted audio is negligible,
indicating that the resulting encrypted audio is very
noisy or the contents of the message are not heard
clearly and intact so that the information contained in
plain audio files remains well protected.

Table 6 PSNR result for encrypted and decrypted audio (Developed

by the authors)
Test Data PSNR (dB)
Encrypted Audio  Decrypted Audio

1 4.68500 71.23889
2 4.69617 71.34967
3 4.66037 70.28735
4 4.65486 69.28398
5 5.03259 81.09750
6 5.03346 81.11023
7 5.03841 81.12663
8 5.04020 81.14115

4. Conclusion

This article proposes dual-channel audio encryption
with a dual-scroll function, and the dual-scroll function
is used to generate the key stream. This algorithm has
high resistance to brute force attacks because the key
space size reaches 2412 = 1.04 x 10%* (the largest
compared to the other 8 algorithms). In addition, based
on the test results of the test data, it is found that the
histogram analysis shows that the audio cipher is
uniformly distributed, and the correlation coefficient on
the audio cipher is close to zero, which means that the
correlation is weak or can be called no correlation. both
of these indicate that the algorithm proposed in this
article is wvery resistant to statistical attacks.
Meanwhile, the PSNR value of the audio cipher is
negligible in the range of 4.66037-5.04020 dB,
indicating that the audio cipher is very noisy and very
different from the plain audio. So that information from
plain audio can be protected very well. While the
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PSNR value of the decrypted audio is much greater
than 40 dB in the range of 69.28398-81.14115 dB, the
information from the plain audio can be recovered
well.
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