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Abstract: This article describes a new idea for protecting digital audio with a confusion and diffusion 

scheme based on the modification of the double-scroll function and SHA-256 function. In the first scheme, the 

confusion process is carried out by scrambling dual channels of plain audio using the keystream of the double-scroll 

function in the form of the proposed new nonlinear transformation function. The initial value of the double scroll 

function is obtained through the SHA-256 function. In the next scheme, the diffusion process is carried out by 

substituting the value of the dual channels based on the nonlinear transformation function, resulting in cipher audio. 

The proposed algorithm based on this new idea produces a very large key space of           . This means that 
this algorithm is highly robust to brute force attacks. Simulation of the algorithm based on the test data used 

produces a histogram of uniformly distributed cipher audio, and the correlation coefficient is negligible (toward 

zero), which can be interpreted as uncorrelated. This means that this digital audio encryption algorithm is highly 

resistant to statistical attacks. Another performance resulting from the algorithm in this article is that it is excellent 

for doing cipher and decrypted audio with reference to the PSNR value of the cipher audio being negligible 

(4.66037-5.04020 dB), and the PSNR value of the decrypted audio is much greater (69.28398-81.14115 dB). 

Keywords: audio encryption, confusion, diffusion, double-scroll chaotic function, SHA-256. 

利用双滚动混沌函数的混淆和扩散方案的数字音频保护 

摘要：本文介绍了一种基于双滚动函数和沙-

256函数修改的混淆扩散方案来保护数字音频的新思路。在第一个方案中，通过使用双滚动

函数的密钥流以所提出的新的非线性变换函数的形式对纯音频的双通道进行加扰来执行混淆

过程。双滚动功能的初始值是通过沙-

256函数获得的。在下一个方案中，基于非线性变换函数，通过替换双声道的值来进行扩散

过程，从而产生密文音频。基于这一新思想的算法产生了1.04×〖10〗^124的非常大的密钥

空间。这意味着该算法对于暴力攻击具有很强的鲁棒性。基于所使用的测试数据的算法仿真

产生了均匀分布的密码音频的直方图，并且相关系数可以忽略不计（接近于零），这可以解

释为不相关。这意味着这种数字音频加密算法对统计攻击具有很强的抵抗力。本文算法带来

的另一个性能是，它非常适合加密和解密音频，因为加密音频的峰值信噪比值可以忽略不计
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（4.66037-5.04020 dB），而解密音频的峰值信噪比值要大得多(69.28398-81.14115 

分贝)。 

关键词：音频加密、混乱、扩散、双卷轴混沌函数、沙-256。 

 
 

1. Introduction 

Data security and confidentiality are critical and 

urgent in the big data era. Various attempts have been 

made to secure digital data with chaos-based 

cryptography using logistic maps [1-2], logistic 

modification maps (MS maps) [3], chaotic 

permutations with multiple circular shrinking and 

expanding [4], density and 6D logistic maps [5], and 

color scrambling based on chaotic permutations with 

multiple circular shrinking and expanding [6] in image 

data. However, Chaudhary [7] proposed using the 

hybrid chaotic and block cipher approach for color 

image encryption. One critical issue is to have a secure 

digital voice using a chaos function, which is robust to 

brute force and statistical attacks.  

Several schemes have been proposed using 

confusion and diffusion schemes based on chaotic 

multi-scrolling. This method produces a key space of 

              and a key sensitivity level of        

[8]. Another scheme, which uses a 2D cosine number 

transform, results in a key space of            
     [9]. Algorithm with another scheme uses a 2D 

tent map and two Chebyshev polynomials, which form 

a key space of                 [10]. Another 

article offers a circle map scheme and a modified 

rotation equation that produces a key space of       
         [11], and there is an audio encryption 

algorithm using a logistic map with a key space of up 

to                [12], a normalized complex 

quadratic map (NCQM), which produces a key space 

of               (single NCQM) and      
          (double NCQM) [13], and a 3D Lorenz–

Logistic map with a key space formed reaching 

             [14]. Moreover, Abdul Kadhim et al. 

[15] proposed audio steganography with 4D grid multi-

wing hyper-chaotic system and introduced a speech 

encryption algorithm based on the Lorenz chaotic map 

[16]; a new speech encryption algorithm based on a 

dual shuffling Hénon chaotic map [17] uses a chaotic 

elliptic map [18]. Another article offers a hybrid 

modified lightweight algorithm [19] that uses integer 

wavelet transform and geometric handling [20]. The 

schema we use in this paper is inspired by [8].  

The chaos function is a random mapping, sensitive 

to initial values, and has ergodicity [21], so it can be 

used as a random number generator. The chaos 

function is suitable for designing digital data protection 

algorithms [22]. 

This paper describes a study on increasing the 

security of audio data encryption based on the chaos 

function with pre-processing using a 256-bit hash 

function. In the following process, confusion and 

diffusion schemes are used. Finally, the chaos function 

used is double-scroll to generate the keystream. The 

performance measure of this algorithm is based on 

various analyses, namely key space analysis, key 

sensitivity analysis, correlation coefficient analysis, 

histogram analysis, and audio quality analysis (using 

peak signal-to-noise ratio (PSNR) value). 

The double-scroll chaos function developed in this 

article is inspired by ordinary differential equations 

[23, 24] represented by multivalued functions such as 

Equations (1) and (2). 
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with   as time,  ,    and   are initial conditions, and 
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. This function generates 

three sequences, 
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  with a length of L. 

The Lyapunov exponent can examine the stability 

or chaotic nature of a dynamic (non-linear) system 

[25]. Fig. 1 shows that this nonlinear system is always 

chaotic because the largest Lyapunov exponents, when 

  
 

 
,      and   

 

  
  are always positive. 

 
Fig. 1 The Lyapunov exponents (Developed by the authors) 

 

2. Methods/Materials  
The encryption and decryption processes developed 
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in this article are described in a concise and systematic 

manner (Fig. 2 and 3).  

 
Fig. 2 The proposed digital audio encryption process (Developed by 

the authors) 

 

 
Fig. 3 The proposed digital audio decryption process (Developed by 

the authors) 

 

2.1. Generating the Keystream 

Obtaining cipher audio from plain audio begins by 

generating the keystream with the first step calculating 

the initial condition value, which is carried out after 

calculating the hash value of the plain audio file AP on 

dual channels with length  , using the 256-bit hash 

function algorithm according to Equation (3). 

 

 
 
 

 
                

        

      
 

               
         

      
 

               
         

      
 

                  (3) 

Then, we use the initial conditional values to obtain 

three floating-point sequences from X, Y, and Z, each 

of which has length L. Next, we obtain two sequences, 

   and   , with Equation (4). 

 
                          

                          
                  (4) 

where                   

The function         in equation (3) is to convert 

the hexadecimal number   to a decimal number. The 

function          in Equation (4) is the modulus 

operation to obtain the fraction value or the equivalent 

of      . 
 

2.2. Confusion Process 

In the confusion process for the test data in 

scrambled audio files, first, generate two ascending line 

numbers of the two-channel AP matrix. This is 

presented in two additional arrays    and   , as in 

Equation (5). 

 
                
                

           (5) 

The sequences of   and   generated from Equation 

(1) are sorted, and the position of each component is 

found to obtain arrays of     and    .  

Let    and    as two rows of matrix AP represent 

channel-1 and channel-2 of plain audio, respectively. 

Permute    and    by Equation (6) to obtain the 

permuted arrays     and    ; then, elements in AP are 

confused.  

 
  

         
 
 
    

            
 
    

                                           (6) 

where            .  

 

2.3. Diffusion Process 

A simple nonlinear transformation is used [17] for 

the diffusion process, as in Equation (7). 

        
         

 
                      (7) 

where              is a number generated by 

equation (1) and              is a value that 

represents the normalized audio sample, k ∈  ℕ. Diffuse 

the elements to obtain the arrays      and      and the 

rows of the ciphered audio data matrix AC by Equation 

(8). 

 
        

                
 
       

 
     

 

        
                

 
       

 
     

 

         (8) 

where         , and      ℕ. 

 

2.4. Embedding the Hash Value 

The keys used in this algorithm are symmetric, so 

the hash value used to generate the key stream must be 

obtained in the decryption process. Let       be an 

array containing                and       be an 

array containing                  . Then, convert 

      and       from hexadecimal to decimal form, 

divide them by 16 because the values      and   
   are 

between −1.0 and 1.0. Finally, concatenate       with 

    ’ and       with        in Equation (9). 

 
                          

                          
                               (9) 

where            . 

 

3. Results and Discussion 
The simulation environment is Python version 3.7 

and NIST test suite with Intel(R) Core (TM) i7-

2670QM CPU @ 2.20 GHz (overclocked to 2.80 GHz), 

RAM 6 GB DDR3 1333 MHz. To test the performance 

of the encryption algorithm in terms of keystream 

randomness level, key space and key sensitivity, 

processing time, spectrum histogram, correlation 

coefficient, and audio quality test using peak signal-to-

noise ratio. 

This audio encryption and decryption algorithm was 

successfully developed to protect audio data 

confidentiality. The implementation and performance 

analysis of the algorithm was carried out on all audio 

samples as test data (Audio1: bung_tomo.wav and 

Audio2: JFK.wav) according to Table 1. We describe 

the implementation and analysis results in the 
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following sections, which show several output 

parameters as an indication of guaranteed security for 

audio data. 

 
Table 1 Data used in the experiment and analysis (Developed by the 

authors) 
Test Data Data Name (wav) Duration (seconds) Size (Kb) 

1 Audio – 1  5 860 

2 10 1680 
3 20 3360 

4 40 6720 

5 Audio – 2  5 862 
6 10 1680 

7 20 3360 

8 40 6720 

 

Fig. 4 and 5 show the frequency spectrum images of 

plain and cipher audio from Audio1.wav. As shown in 

Fig. 5, the results of the audio encryption result in the 

frequency values being dominant and evenly 

distributed (dense) throughout the time interval. The 

sound from the encrypted result (cipher audio) is 

boisterous, so the contents of the message from the 

original audio (plain audio) cannot be obtained. 

 
Fig. 4 The frequency spectrum image of the plain audio (Developed 

by the authors) 

 

 
Fig. 5 The frequency spectrum image of the cipher audio 

(Developed by the authors) 

 

3.1. Key Randomness Analysis (NIST Test Suite) 

The NIST Test Suite was used to analyze the 

randomness of the keys generated by this algorithm. 

This test consists of 15 statistical tests with a 

significance level of       [26]. 

Table 2 shows that the results of testing the 

keystream algorithm using the NIST Test Suite are 

random. This test is based on 15 statistical tests with a 

 -  l  , which is always greater than the significance 

level of     . In addition, the pass rate of the 15 

statistical tests is almost 100%. 

 
Table 2 NIST randomness test results (Developed by the authors) 

Statistical Test Repetition  P-Value Proportion 

Frequency 1 0.304 97/100 

Block Frequency 1 0.419 98/100 

Cumulative Sums 2 0.457 99/100 

Runs 1 0.596 99/100 

Longest Run 1 0.779 99/100 

Rank 1 0.457 100/100 

FFT 1 0.130 100/100 

Non-Overlapping 148 0.543 99/100 

Overlapping 1 0.699 99/100 

Universal 1 0.868 99/100 

Approximate entropy 1 0.422 100/100 

Random Excursions 8 0.368 69/70 

Random Exurcsions Var. 18 0.539 69/70 

Serial 2 0.713 98/100 

Linear Complexity 1 0.514 98/100 

 

3.2. Time Analysis 

Simulations for each test data were carried out ten 

times each. Table 3 shows the results of calculating the 

average encryption and decryption times. The average 

encryption time is faster than the average decryption 

time because we need to generate the permutated 

matrix in the decryption process and obtain its inverse. 

 
Table 3 Average times of the encryption and decryption processes 

(Developed by the authors) 

Test Data Average time (seconds) 

Encryption process Decryption process 

1 55.7549 60.2349 

2 128.9539 140.0469 

3 229.9700 235.6570 

4 528.4219 539.8790 

5 52.4580 60.1350 

6 123.0590 136.5339 

7 232.6790 243.5669 

8 539.0869 552.7350 

 

3.3. Key Space and Sensitivity Analysis 

One of the characteristics of a chaotic system is its 

high sensitivity to initial values. This is very 

significant, as indicated by the key space size, so that it 

can provide a high level of security or resistance to 

brute force attacks. 

The key used in this article is symmetric, and the 

decryption key is the same as the encryption key. The 

size of the key space generated from this audio 

encryption algorithm is                        
                     It can be concluded that 

this algorithm is robust in resisting brute force attacks 

compared to other algorithms (Table 4) because it has 

the largest key space size. 

 
Table 4 Comparison based on chaotic maps and key space 

(Developed by the authors) 
Chaotic Maps Key Space 

Multi-scrolling – SHA 256-bit [8]                

2D cosine number transform [9]                 

2D tent map and two Chebyshev polynomials [10]                 
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Continuation of Table 4 

Circle map and modified rotation equation [11]                

Logistic map [12]                 

Single NCQM [13]                

Double NCQM [13]                 

3D Lorenz – Logistic map [14]               

Double scrolling – SHA 256-bit (proposed)                  

 

3.4. Histogram Analysis 

A histogram test was performed on the plain and 

cipher audio to determine the distribution of values of 

all samples in digital audio (Fig. 6).  

 
(a) 

 
(b) 

Fig. 6 Histogram of the plain (a) and cipher audio (b) (Developed 

by the authors) 

 

The result shows a histogram of the sample 

distribution in plain audio having the frequency of 

occurrence of the sample value in a fluctuation form, 

which indicates the dominance of a sample value in 

digital audio. On the other hand, Fig. 6b has a form of 

histogram that is close to flat, indicating that the cipher 

audio has a uniformly distributed value for each value 

in the range [-1,1], making it difficult for the attacker to 

deduce which sample values are dominant to obtain the 

plain audio samples. 

 

3.5. Correlation Coefficient Analysis 

The correlation coefficient test was performed to 

check how close the relationship between audio data is. 

The analysis was performed on encrypted audio to 

determine the correlation of all samples against the 

plain audio, as shown in Table 5. 

 
Table 5 Coefficient of correlation between the plain and cipher 

audio (Developed by the authors) 
Test data Plain Audio Cipher Audio Plain Audio and its Cipher 

                        

1 0.999 0.00049 0.00325 -0.00138 

2 0.999 -0.00076 -0.00023 -0.00084 

3 0.999 0.00038 -0.00005 -0.00104 

4 0.999 0.00021 -0.00016 -0.00069 

5 0.999 0.00313 0.00027 -0.00099 

6 0.999 0.00445 0.00110 0.00099 

7 0.999 0.00135 0.00014 -0.00064 

8 0.999 -0.00005 -0.00013 -0.00160 

 

The correlation value of each left (L) and right (R) 

channel of plain audio to encrypted audio from all test 

data is negligible (close to 0). This means that the 

correlation is weak or can be called no correlation. It 

can be stated that this algorithm is robust against 

statistical attacks. 

 

3.6. PSNR Analysis 

Table 6 shows the results of calculating the PSNR 

value of encrypted audio files against plain audio and 

decrypted audio files against plain audio from all test 

data. The PSNR value of encrypted audio is negligible, 

indicating that the resulting encrypted audio is very 

noisy or the contents of the message are not heard 

clearly and intact so that the information contained in 

plain audio files remains well protected. 

 
Table 6 PSNR result for encrypted and decrypted audio (Developed 

by the authors) 

Test Data PSNR (dB) 

Encrypted Audio Decrypted Audio 

1 4.68500 71.23889 

2 4.69617 71.34967 

3 4.66037 70.28735 

4 4.65486 69.28398 

5 5.03259 81.09750 

6 5.03346 81.11023 

7 5.03841 81.12663 

8 5.04020 81.14115 

 

4. Conclusion  
This article proposes dual-channel audio encryption 

with a dual-scroll function, and the dual-scroll function 

is used to generate the key stream. This algorithm has 

high resistance to brute force attacks because the key 

space size reaches                 (the largest 

compared to the other 8 algorithms).  In addition, based 

on the test results of the test data, it is found that the 

histogram analysis shows that the audio cipher is 

uniformly distributed, and the correlation coefficient on 

the audio cipher is close to zero, which means that the 

correlation is weak or can be called no correlation. both 

of these indicate that the algorithm proposed in this 

article is very resistant to statistical attacks. 

Meanwhile, the PSNR value of the audio cipher is 

negligible in the range of 4.66037-5.04020 dB, 

indicating that the audio cipher is very noisy and very 

different from the plain audio. So that information from 

plain audio can be protected very well. While the 
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PSNR value of the decrypted audio is much greater 

than 40 dB in the range of 69.28398-81.14115 dB, the 

information from the plain audio can be recovered 

well.   
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