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Abstract: Protecting data, including digital speech signals, is an important and vital task. The problem of
all methods used in data encryption lies in the difficulty of generating the secret private key used in the encryption
process. In some cases, the process of penetrating the key is available or easy. This research aims to develop a new,
simple, highly secure, and efficient encryption-decryption method. The developed new method uses a digital color
image as an image key; this key will be used to generate the private key. A huge image key is used to extract the
necessary private key used in the cryptography process. The introduced method is tested and implemented to prove
the efficiency issues and maintain high values for the quality parameters during the encryption and decryption
processes.
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1. Introduction

Digital images [1], [2] are available everywhere.
They can be obtained easily and at no cost and can be
generated easily due to the multiplicity of means and
tools available for this purpose [3], [4]. The digital

image consists of three channels, as shown in Figure 1.
The first channel is assigned to the red color, the

second to the green color, and the third channel to the T g S8 1 e
blue color. Each channel is represented by a two- 240 27 238 183 163 198 223 213 228
. . - .. 239 2 240 83 166 18 219 211 198
dimensional matrix containing the values between. 238 237 240 176 172 181 176 205 189
101 1 1 240 240 239 184 167 176 168 141 117
The digital image represents a huge data collection 539,346 240 15 50 155 i 1es 11y
that can be used for many vital applications, the most
important of which is the data encryption process [5]- 1 Red 2 Green 3 Blue
[7]. Fig. 1 Digital color image matrices
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The elements of an image matrix are integer values
between 0 and 255, but sometimes, in order to
implement something, we may need other fractional
values between zero and one; here, we can convert the
RGB color image to NTSC (YIQ) image applying
equation (1):

Y 0299 0587 0.114||R
Il = 10596 -0.274 -0322||G
Q 0.211 -0.523 0.312||B

@)

Below is how to perform the conversion:

Y=0299R+0.587G +0.114 B
I1=0.596R -0.275 G-0.321 B
Q=0.212R-0.523G+0.311B

Figure 2 shows an image example, while figure 3
shows the YIQ image obtained from the RGB color
image.
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Fig. 3 YIQ equivalent

A speech signal [8] [9]is a wave that spreads in
many mediums such as solid, liquid, and gaseous
media, as it is used as a means of communication
between living organisms. The speech is an analog
signal [11], [12], which can be converted to a digital
signal using analog to digital converter (ADC), which

performs sampling, quantization, and encoding as
shown in Figures 4 and 5:
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Fig. 5 Operation to Covert Analogue Speech to Digital Speech

The digital speech signal is represented by one
(mono speech) or two (stereo speech) column matrices.
Each element (sample) in this matrix represents the
speech amplitude at a time, and the number of the
sample (speech size) will depend on the sampling
frequency and the recording time [10].

Sometimes, the speech signal can be considered
confidential, and we can apply speech encryption-
decryption to protect it.

Original speech Encrypted speech Original speech

iy

/| Encryption *{ Decryption
‘

Fig. 6 Speech cryptography

Speech cryptography can be done, as shown in
Figure 6, using a method of cryptography and a secret
private key (PK) to protect the encrypted speech from
being hacked by any third party who is not authorized
to listen or use the speech file.

The encryption phase must fully destroy the original
speech by maximizing mean square error (MSE) [13],
[14] between the original and encrypted speeches (or
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minimize the peak signal to noise ratio (PSNR)
between them), while the decryption phase must
maximize PSNR and minimize MSE between the
original and the decrypted signals.

MSE and PSNR [15] can be calculated using
equations 1 and 2.

MSE between messages S and R, n: message length

1 n—1
_ b . A 12 —
MSEq =+ ;wm SR P N=m
- (MAX; )?
PSNRSR— 10 * logw m 2)

Any method of cryptography can be considered
good if it satisfies the following:

- Provides good values for quality parameters (MSE
and PSNR), as shown in Table 1.

Table 1 Quality parameters
Between the speech files MSE PSNR
Original and encrypted Very high  Very low
Original and encrypted Very high  Very low

- Secure; by making the hacking process
impossible, security can be achieved using PK.

- Efficient by maximizing the method throughput.

- Simple to use and implement.

2. The Proposed Method

The proposed method uses a digital color image as a
private key. This image is kept with the sender and
receiver, and any other person knows it. In this way, we
can ensure the security of the proposed method by
protecting the encrypted signal from hacking. The
process of encrypting speech signal can be performed
applying the following steps shown in Figure 7:

Encrypted speech signal

Extracted key

Image key
RGB
Convert to
(YIQ image)
Reshape (one
row matrix)
Encrypted signal

Fig. 7 Proposed encryption process

Speech
signal

Step 1: Select the image key.

Step 2: Convert the RGB image to the YIQ image.

Step 3: Reshape the image into a one-row matrix.

Step 4: Get the speech signal.

Step 5: Reshape the signal to the one-row matrix.

Step 6: Extract an array with equal signal length
from the row image; this array is used as a PK.

Step 7: Add PK to the speech signal to get the
encrypted signal.

Step 8: Reshape back the encrypted signal.

Step 9: Save the encrypted speech signal.

The decryption phase, as shown in Figure 8, can be
performed applying the following steps:

Decrypted speech signal

Extracted private key
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Image key Encrypted
RGB Speech signal

Convert to
(YIQ image)

Reshape (one
row matrix)

PK

Decrypted signal

Fig. 8 Proposed decryption process

Step 1: Get the image key.

Step 2: Convert the RGB image to the YIQ image.

Step 3: Reshape the image into the one-row matrix.

Step 4: Get the encrypted speech signal.

Step 5: Reshape the signal to the one-row matrix.

Step 6: from the row image, extract an array with
equal signal length; this array is used as a PK.

Step 7: Subtract PK from the speech signal to get
the decrypted signal.

Step 8: Reshape back the encrypted signal.

3. Implementation and Experimental

Results
The software program was developed using
MATLAB as described below to study the practical
results of encryption and decryption algorithms.
close all,clear all,cle
$Encryption
a=imread ('E:\my_images‘ad.ipg'};% image key
b=rgbZntscia); [nl nZ n3]=size(b);bl=reshape(b,1,nl*n2*n3};
[vl fs]=wavread{'al.wav'); [nd ni]=size(vl);
sound {vl, fs)
tic
vZ2=reshape (vl,1,n4*n5);
vkey=bl (1, 1:nd*n5);
ff=reshaps (vkey,nd,ns);
ev=vitvkey;
ev=reshape (ev,n4,nd);
toc
sound {ev, fs5)
dddd=input { "press any key');
wavwrlte (ev, I3, "alen. wav'y;

iDecryption

a=imread {"E:'my_imageshad.ipg’);%the same inmage key
imshow {a)

b=rghZntsc(a);

[nl n2 n3]=sizeib);
bl=reshape (b,1,nl*n2*n3) ;
[ev fz]=wavread{ 'alen.wav');
evl=reshape{ev, 1, nd*nb);
vkey=bl(1l,1:n4*ni);
dv=evl-vkey;
dvl=reshape{dv,nd,n5);

sound {dvl, £fs)

The program was implemented using various
images and speeches; Figure 9 shows an example
output of the implementation, while Figure 10 shows
the used images in the implementation.

Original Encry pted Decrypted
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Fig. 10 Used images

Image 2 was selected as a private key, this image
was used to encrypt-decrypt various speech signals,
and Table 2 shows the obtained experimental results:

Now we fix the image key (image 2) in the
encryption phase and use another image in the
decryption phase. Table 3 shows the obtained results
for encryption-decryption speech 1:

From the obtained results shown in the above tables,
we can see the following:

- The proposed method is very secure, and it is
very difficult to hack a huge image key.
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- The method is very accurate by providing good
quality parameters when encrypting speech signals and
decrypting the signal.

- The proposed method is efficient by providing
a high throughput (on average 5.6003e+007 samples
per second).

- Using different image keys in the decryption
process will totally destroy the signal.
- The method is very simple to be implemented.

Table 2 Results of using Image 2 as an image key

Speech Between original Between original Encryption/decryption Speech
signal Size(samples) and encrypted and decrypted time(second) signal Size(samples)
number speeches speeches number

MSE PSNR MSE (close to zero) PSNR
1 321536 0.1302 20.9460 2.2934e-035 771.2833 0.006000
2 200704 0.1293 19.7702 1.5143e-035 773.2095 0.004000
3 227328 0.1294 19.4915 1.4544e-035 773.7475 0.004000
4 430080 0.1324 20.0819 2.3328e-035 772.4317 0.006000
5 172032 0.1291 18.6430 8.5288e-036 758.2780 0.003000
6 133120 0.1296 18.4346 8.6144e-036 752.1292 0.003000
7 212992 0.1294 18.4067 1.0444e-035 765.6733 0.004000
8 272384 0.1296 19.3296 1.0010e-035 770.7074 0.004000
9 17472 0.1319 19.2016 3.6398e-035 768.1422 0.001000
10 28473 0.1308 29.2609 3.4685e-034 770.4410 0.001000
1 321536 0.1302 20.9460 2.2934e-035 771.2833 0.006000
2 200704 0.1293 19.7702 1.5143e-035 773.2095 0.004000
3 227328 0.1294 19.4915 1.4544e-035 773.7475 0.004000
Average 2.0161e+005 0.0036
Throughput 2.0161e+005/0.0036=5.6003e+007 samples per second

Table 3 Encryption-decryption using different image keys (one for encryption and other for decryption)

Between original and
encrypted speeches

Image number used as
an image key in the

Between original and decrypted speeches

decryption phase MSE PSNR MSE PSNR
1 0.1302 20.9460 0.0946 23.3445 (Fully destroyed)
2 (the same image) 0.1302 20.9460 2.2934e-035 771.2833
3 0.1302 20.9460 0.0672 25.0347 (Fully destroyed)
4 0.1302 20.9460 0.0914 23.7425 (Fully destroyed)
5 0.1302 20.9460 0.1707 12.5579 (Fully destroyed)
4. Conclusion [4] AL-DWAIRI M O, ALQADI Z, ABUJAZAR A A, &
A new method of speech signal encryption- ZNEIT R A. Optimized True-Color Image Processing.

decryption was introduced. The method uses a digital
color image as an image key; that will be used to
generate the private key. Using image keys increases
the level of security and thus highly protects the speech
signal from being hacked. The proposed method gave
good values for MSE and PSNR in both phases:
encryption and decryption. The obtained experimental
result showed that the method is very efficient by
maximizing the method throughput by minimizing the
encryption-decryption time.
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