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Abstract: The digitization of medical records in the healthcare sector demands robust mechanisms to
ensure data confidentiality, integrity, and privacy. This paper proposes an innovative multi-factor authentication
(MFA) mechanism that leverages smart contracts and blockchain technology to secure the tracking of medical
records. The proposed system, named Blockchain Authentication with Zero-Knowledge Proof (BAZKP), provides a
tamper-proof environment for storing and accessing records while preserving users’ personally identifiable
information (PII). A key novelty of BAZKP lies in storing only the character count structure of passwords rather
than the actual credentials, combined with zero-knowledge proofs (ZKP) to verify identity without exposing
sensitive data. This hybrid blockchain/ZKP approach addresses limitations of centralized and hardware-based
solutions, reducing vulnerabilities while avoiding the cost and usability constraints of dedicated hardware systems.
The system was implemented and tested on a private Ethereum testnet, with a proof-of-concept application
developed using Solidity, Web3.js, and MetaMask. Performance evaluation over 100 transactions for core
operations (registration, login, and password reset) demonstrated practical viability: registration incurred the highest
latency (=4500 ms) and gas consumption (=120,000 gas), while login and reset operations were more efficient
(=4000 ms/80,000 gas and =~3500 ms/60,000 gas, respectively). Comparative security analysis against existing MFA
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methods—including 2FA, hardware tokens, and biometrics—confirms that BAZKP provides superior privacy
protection through decentralization and ZKP, without the cost and usability drawbacks of hardware-based solutions.
Overall, this approach enhances trust in digital health systems by offering a secure, transparent, and privacy-
preserving authentication framework for medical data, representing a significant advancement in digital healthcare
security.

Keywords: Blockchain; Multi-Factor Authentication; Smart Contracts; Zero-Knowledge Proof; Medical
Record Security.
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1. Introduction

The healthcare sector's growing reliance on
electronic medical records (EMRs) has significantly
improved patient care and operational efficiency [1].
However, this digital transformation has
simultaneously intensified security and privacy
concerns for sensitive patient data. The increasing
interconnectivity of healthcare systems has elevated
risks of unauthorized access and data breaches [2],
demanding stronger protective measures [3].

Multi-factor authentication (MFA) has emerged as a
critical component in safeguarding access to medical
records, providing an additional layer of security
beyond traditional password-based systems. By
requiring multiple forms of verification, MFA
significantly reduces the likelihood of unauthorized
access [4], thereby protecting patients' personal
identifiable information (PII) from cyber threats.

This paper presents a blockchain-based MFA
solution for medical record tracking, utilizing smart
contracts to establish a tamper-proof access
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management framework. The system incorporates zero-
knowledge proofs to enable secure identity verification
while maintaining complete data confidentiality.

The major contributions of this work are as follows:

e Overview of Current Challenges: Discuss the
existing challenges in securing medical records,
including unauthorized access, data breaches, and the
inadequacy of traditional authentication methods.

e Proposed MFA Mechanism: Introduce the smart
contract-based MFA mechanism, which stores
character counts of passwords instead of actual
passwords, ensuring that sensitive information is not
compromised.

e Integration with Healthcare Systems: Explore how
this mechanism can be integrated into existing
healthcare systems to facilitate secure access to
medical records by authorized personnel while
maintaining patient privacy.

e Use of Zero-Knowledge Proofs: Explain how
zero-knowledge proofs can be utilized to verify user
credentials without revealing any sensitive information,
thus enhancing security.

e Case Studies and Applications: Provide examples
of how this mechanism can be applied in real-world
healthcare scenarios, such as telemedicine, patient data
sharing, and emergency access to medical records.

e Theoretical implications: This work contributes to
the literature by demonstrating the practical
applicability of ZKPs in large-scale medical
authentication scenarios, paving the way for zero-trust
architectures in digital health ecosystems.

This research selected the blockchain/ZKP approach
based on three main criteria:

e The ability to provide identity verification without
exposing sensitive data.

e The elimination of single points of failure typical
of centralized systems.

e Alignment with strict medical data protection
regulations (HIPAA, GDPR).

The paper is organized into seven sections. Section
2 discusses the related works in multi-factor
authentication used in smart healthcare. In Section 3
we provide an overview of the major security issues in
a smart healthcare ecosystem and discusses the need
for MFA in this ecosystem. Section 4 provides a
description of the proposed MFA approach based on
the concept of smart contracts. Section 5 presents an
exploration of the key findings. Section 6 provides a
discussions and futures directions of the proposed
MFA. Finally, we conclude the work with the main
conclusions in Section 7.

2.Related Works

MFA has advanced considerably to address rising
security demands across sectors like healthcare. While
traditional username-password methods fail against
modern cyber threats, researchers have developed

stronger MFA solutions to enhance protection. Recent
studies [5] highlight the effectiveness of MFA in
securing EMRs, particularly through biometric
authentication (e.g., fingerprints, facial recognition),
which enhances security while maintaining usability.
Moreover, the study [6] demonstrates that one-time
passwords (OTPs) significantly reduce unauthorized
access risks in healthcare settings by providing time-
sensitive verification. In addition to these methods,
study [7] explore blockchain’s potential in
authentication, leveraging decentralization and smart
contracts to improve EMR security without
compromising privacy. Furthermore, study [8] has
shown that Combining multiple authentication factors
(passwords, smart cards, biometrics) enhances security
in healthcare apps. In this research [9], the
implementation of such multi-layered security
measures is crucial in addressing the vulnerabilities
associated with single-factor authentication systems.
Research [10] shows healthcare workers acknowledge
MFA's security benefits but report usability challenges,
calling for systems that optimize both protection and
ease of use. The findings in this paper [11] emphasize
that as cyber threats evolve, advanced MFA solutions
will be critical in safeguarding sensitive healthcare
data.

3. Overview Of Smart Healthcare
Security Issues And The Need Of MFA
Systems

3.1 Smart Healthcare and Underlying Security
Issues

The concept of smart healthcare involves integrating
advanced technologies to improve care quality, service
efficiency, and patient experience [12]. This
interconnected ecosystem of medical devices, health
applications, and information systems enables real-time
data collection and sharing, but simultaneously
introduces significant security and data protection
challenges [13]. Traditional ~ password-based
authentication has become inadequate for protecting
sensitive patient data in increasingly digital healthcare
environments. Smart healthcare systems managing
large volumes of personal information are particularly
vulnerable to cyberattacks, necessitating robust security
solutions [14]. MFA addresses these vulnerabilities by
combining multiple verification methods (passwords,
SMS codes, biometrics) to create stronger protection
against unauthorized access [15]. This is especially
critical as healthcare professionals and patients
increasingly access records through internet-connected
devices [16]. Furthermore, data protection regulations,
such as the GDPR in Europe [17] and HIPAA in the
United States [18], impose strict requirements
regarding the security of personal information.
Integrating multi-factor authentication can assist
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healthcare institutions in complying with these
standards, ensuring that only authorized individuals can
access sensitive patient information. In summary, MFA
represents an essential security measure for smart
healthcare systems, effectively balancing enhanced
protection with the confidentiality needs of patient data
in our increasingly connected medical landscape.

3.2 The Need for MFA in Secure Tracking of
Medical Records

As healthcare increasingly adopts digital systems
like EMRs, protecting sensitive patient data from
breaches and unauthorized access has become critical.
MFA is essential to strengthen medical record security
in this vulnerable landscape [19]. Traditional password-
based authentication is insufficient against modern
cyber threats. MFA addresses this by requiring multiple
verification factors knowledge (password), possession
(mobile device), and inherence (biometrics) creating a
robust security barrier [20]. The integration of MFA in
healthcare systems not only helps to safeguard
sensitive medical records but also builds trust among
patients. Patients are more likely to share their
information when they know that their data is protected
by advanced security measures [21]. Furthermore, the
adoption of MFA can assist healthcare organizations in
complying with regulatory requirements related to data
protection and privacy, such as HIPAA in the United
States.As the healthcare landscape continues to evolve
with the increasing use of telemedicine and mobile
health applications, the need for secure access to
medical records becomes even more critical. MFA can
effectively mitigate the risks associated with remote
access and ensure that only authorized personnel can
view or modify patient information [22]. In conclusion,
MFA is indispensable for safeguarding medical records,
addressing evolving security challenges while ensuring
data integrity and confidentiality in healthcare's digital
transformation.

4. Proposed Approach

With the rise in cyber threats and data breaches, it is
crucial to develop authentication systems that not only
protect users' PII but also offer a seamless user
experience. The Blockchain Authentication with Zero-
Knowledge Proof (BAZKP) mechanism is proposed as
an innovative solution that leverages smart contracts
and zero-knowledge proof (ZKP) technology to ensure
secure and privacy-preserving authentication.

4.1 System Architecture Overview

BAZKP employs a three-tier architecture that
separates concerns while ensuring secure and efficient
authentication, as illustrated in Figure 1:

- Web Interface (User Input Forms})

-MetaMask Wallet Integration

API Calls / Web3.js

- Smart Contracts (Authentication Algorithms )
LOGIC LAYER

-Transaction Validation

Blockchain Transactions

- Ethereum Blockchain

STORAGE
LAYER

-Immutable Credential Storage

Figure 1. Three-Tier Architecture of the BAZKP
System

The presentation layer provides the user interface
for authentication operations. Implemented as a web
application using HTMLS5 and JavaScript, this layer
integrates with MetaMask for blockchain wallet
management and includes forms for registration, login,
and password reset operations. Real-time performance
metrics are displayed to users, showing transaction
latency, gas consumption, and costs.

The logic layer contains the core authentication
intelligence implemented as Ethereum smart contracts.
This layer executes Algorithms 1-4, manages the
character-frequency verification engine, validates user
inputs, and emits authentication events for audit
purposes. Smart contracts in this layer are written in
Solidity v0.8.0 and deployed to the Ethereum
blockchain.

The storage layer consists of the FEthereum
blockchain itself, providing immutable storage for
authentication credentials and transaction records. This
decentralized storage ensures that credential hashes and
character-frequency proofs cannot be altered or deleted,
creating a tamper-proof audit trail of all authentication
events.

4.2 System Process Flow

BAZKP is based on an architecture where users'
passwords are not stored in plain text. Instead, the
system only records the count of each character in the
password and the user's blockchain address. The
process works as follows:

e User Registration: During registration, the user
enters their password. The system calculates the count
of each character (e.g., the number of letters, digits,
symbols) and stores this information as a hash on the
blockchain.

e Authentication: During login, the user provides
their password. The system performs the same
character count calculation and compares the resulting
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hash with the one stored on the blockchain. If the
hashes match, the user is authenticated.

The BAZKP system is grounded in combinatorial
mathematics and information theory. For any
password P composed of n characters c/,c2,...,cn from
alphabet 4 (where |4|=256 for ASCII), we define:

Freq(P)= {(a, countp(a)) | Va €A} (1)

where countp(a) represents the
character ¢ in password P.

This method ensures that even if the database is
breached, attackers cannot access the actual passwords
since only the character count structure is stored. To
further strengthen security, BAZKP integrates ZKP, it
allows a user to prove they know a secret (in this case,
their password) without revealing the secret itself. The
process works as follows:

e ZKP Protocol: During authentication, the system
generates a challenge that the user must solve using
their password. The user responds to this challenge
without ever revealing the password, thereby proving
their identity. The zero-knowledge verification proof is
computed as:

ZKP-Proof(P)=H(Freq(P)) 2)
where H denotes the keccak256 cryptographic hash
function.

This layer of privacy ensures that BAZKP is
resilient against eavesdropping, replay attacks, and
credential theft, and other attacks since, even if an
attacker intercepts the communication, they cannot
obtain the password. And the use of smart contracts
play a critical role in the implementation of BAZKP,
providing three critical benefits:

e Automation: Smart contracts automate the
authentication process, reducing the need for human
intervention and minimizing errors [23], [27].

e Transparency and Traceability: Each
authentication transaction is recorded on the
blockchain, offering full traceability and transparency,
which builds user trust [24].

e Immutability: Once a smart contract is deployed
on the blockchain, it cannot be altered, protecting the
system against malicious tampering [28].

By combining these features, BAZKP ensures a
trustless, tamper-proof system where users retain
control over their credentials without relying on
centralized authorities. BAZKP represents a paradigm
shift in  authentication, merging blockchain
transparency, ZKP privacy, and smart contract
efficiency. Unlike traditional systems, it mitigates
password theft risks, resists phishing, and operates
without storing sensitive data making it a next-
generation solution for secure digital identity.

frequency of

4.3 Algorithm Specifications

In our proposed approach, four main process are
integral to the algorithm of BAZKP. This algorithm
includes sign-up/registration process, login process,

ZKP verification process, password reset process. The
following sections provide an overview of this
algorithm.

The algorithms described rely on smart contracts
based on ZKP, utilizing a secure sign-up process and an
enhanced login mechanism that incorporates ZKP
verification. This system employs a commitment
scheme to safeguard user authentication. Only users
validated through the BAZKP mechanism can prove
their identity to the server using a character-count-
based zero-knowledge proof.

During the sign-up phase, users provide their
blockchain address and a chosen password. The
detailed registration process is outlined in Algorithm 1,
where the password is immediately hashed to ensure
security and the system calculates the character count
of the password Freq(Pwd). These details, linked to the
blockchain address, are stored in a blockchain-
compatible database as part of the ZKP system.

Algorithm 1: Sign-Up/Registration Process

Input: blockchain address (BCadd), password (Pwd)
Output: Hashed password (Hpwd), character count
(Ccount) stored in the legacy database

Begin:

Hpwd < Hash(Pwd)

Ccount < Freq(Pwd)

Store (BCadd, Hpwd, Ccount) in DB)

Return "User registered successfully"

End

In the login process, when a user enters their
blockchain address and password, the system hashes
the entered password and compares it with the one
stored during sign-up. The detailed authentication
procedure is outlined in Algorithm 2. If the two hashes
match, an additional step verifies the character count of
the entered password against the stored value. If this
verification is successful, the user is authenticated,
otherwise, authentication fails.

Algorithm 2: Login Process
Input: blockchain address (BCadd), password (Pwd)
Output: Authentication status
Hash_entered pwd «— Hash(Pwd)
Hah_stored < RetrieveHash(BCadd)
Begin:
if Hah entered pwd == Hah_stored then
return ZKP_Verification(Pwd)
else
return "Authentication Failed"
end if
End

To enhance security, the ZKP verification process
ensures that the character count of the entered
password matches the stored value precisely. This step
validates the user's identity without disclosing the
password or any sensitive information. The detailed
verification mechanism is outlined in Algorithm 3.
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Algorithm 3: ZKP Verification Process

Input: Entered password (Pwd)
Output: Verification status
Begin:
Ccount' <= Freq(Pwd)
Ccount <— RetrieveCcount(BCadd)
if Ccount' == Ccount then
return "User Verified"
else
return "User Not Verified"
end if
End

Lastly, in cases where authentication information is
lost or compromised, the password reset process allows
the user to set a new password. The detailed procedure
for this security update is outlined in Algorithm 4.
Once entered, the new password is hashed, its character
count is calculated, and the old data in the database is
updated. This ensures that only the most secure and up-
to-date credentials are maintained.

Algorithm 4: Password Reset Process

Input: Blockchain address (BCadd), new password
(Pwdnew)

Output: Success message

Begin:

Hnew < Hash(Pwdnew)

Ccount new < Freq(Pwdnew)

Update (BCadd, Hnew, Ccount_new) in DB
Return "Password reset successfully"

End

5. Implementation And Result

In the context of the increasing digitization of
medical records, the need for a robust and secure
authentication mechanism is more pressing than ever.
This work has proposed a MFA mechanism based on
smart contracts, specifically designed for the secure
tracking of medical records. By integrating blockchain
technology and ZKP, our approach aims to ensure the
confidentiality and integrity of patients' personal
information while facilitating secure access to medical
data.

5.1 Implementation Environment

The implementation of the BAZKP mechanism is
based on an integrated architecture that combines
multiple advanced technologies to ensure secure and
privacy-preserving authentication. The table 1
summarizes the main tools used at each stage of
implementation.

Table 1. The main implementation tools

Stage Tools Used
Smart Solidity (Creation of smart contracts to
Contract manage user authentication.)
Development
Blockchain Web3.js (Integration of a library to
Interaction enable communication between the
frontend and the blockchain.
User MetaMask (Use of a browser extension
Authentication  to manage Ethereum addresses and sign

transactions.)

Testing and
Deployment

Truffle, Ganache (Utilization of tools for
development and simulation of a local
blockchain environment.)

The proposed model introduces an innovative
privacy-preserving  authentication method. This
approach ensures a secure, efficient, and user-
controlled authentication process. By integrating the
Metamask wallet, a browser extension, users retain full
control over their credentials, which are securely
signed and validated during each interaction.

To demonstrate the functionality of this model, a
proof-of-concept application was developed, as
illustrated in Figure 2, showcasing its primary features.

BAZKP Authentication System

Registration Login Reset

Registration

Figure 2. Web interface of the BAZKP
authentication system, showing the user
registration, login and reset forms

During the registration phase, users input their
password and initiate the registration by clicking the
"Register" button, this action triggers a Metamask
popup window, requiring the user to confirm the
transaction, as shown in Figure 3.
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Reqguest from A HTTP  localhost:8000

Network fee # 0.0001 @ETH

$0.23
Speed

Max fee 0.0001

(e )
Figure 3. MetaMask wallet pop-up window

prompting the user to confirm the transaction
during the registration process

In our testing scenario, the deployed smart contracts
on the test network are shown in Figure 4.

S price:

: 29 puel
lue sent: B ETH

» total cost: 8.61604322 ETH
Figure 4. List of smart contracts deployed on
the private Ethereum test network

The users can add/store their password into the
smart contract using Metamask, the password will be
stored in the Ethetreum network against the key
Ethereum Address as show in figure 5.

Transaction: 64 fal

Figure 5. Example transaction record showing
the hashed password data stored on the
Ethereum blockchain against a user's
address

5.2. Performance Metrics Analysis

To comprehensively assess the practical viability of
the BAZKP mechanism, we conducted extensive
performance testing involving 100 transactions for each
core operation. The evaluation focused on three critical

metrics: transaction latency, gas consumption, and
associated costs, providing insights into the system's
efficiency and economic feasibility.

The latency measurements, averaged over 100
transactions, reveal distinct temporal characteristics for
each operation are shown in Figure 6. The registration
process demonstrated the highest latency at
approximately 4500 ms, attributable to the initial smart
contract deployment and comprehensive character
count calculation. Login operations exhibited moderate
latency around 4000 ms, reflecting the ZKP
verification overhead. Password reset operations
showed the lowest latency at approximately 3500 ms,
benefiting from optimized update mechanisms.

5000

Register Log Reset

Figure 6. Average latency vs operation

Gas usage patterns are shown in Figure 7 indicate
that registration consumed approximately 120,000 gas
units, representing the most computationally intensive
operation due to initial storage allocation and hash
computation. Login operations required approximately
80,000 gas units, primarily for ZKP verification and
character count comparison. Password reset operations
consumed approximately 60,000 gas units, leveraging
existing contract structures for updates.

140 000
U Y

1 Aan
120 000

100 000
Uy

o i
80 000

& 000
oLl Y

40 000
U Y

W 00
UL

n
u

Login Reset

Figure 7. Average gas used vs operation

Transaction cost analysis are shown in Figure 8§,
calculated at an average gas price of 20 Gwei, shows
that registration incurred costs of approximately
0.00024 ETH, login operations 0.00016 ETH, and
password reset 0.00012 ETH. These costs demonstrate
the economic feasibility of BAZKP for medical record
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authentication, particularly when balanced against the
enhanced security benefits.

0,00025
0,00020
0,00015
0,00010

0,00005

Register Login Rezet

Figure 8. Average transaction cost (ETH) vs
operation

5. Discussion

This section positions the BAZKP innovation
against current market standards. Through an in-depth
comparative analysis against the main multifactor
authentication approaches (2FA, hardware tokens,
biometrics) such as [19], [25], [26], it demonstrates
how our approach overcomes the limitations of
traditional solutions by offering enhanced security
without compromising privacy, while validating its
technical and economic viability for the digital
healthcare ecosystem.

Traditional 2FA systems [19] combining passwords
with SMS codes or mobile tokens, while improving
security over single-factor authentication, remain
vulnerable to interception (e.g., SIM swapping) and
centralized database breaches. BAZKP's decentralized
architecture  overcomes these weaknesses by
eliminating vulnerable communication channels and
distributing verification via blockchain.

Hardware token-based solutions [25], such as USB
security keys or smart cards, are another popular choice
for systems requiring enhanced security. Although they
are generally considered more secure than traditional
2FA methods, they come with significant drawbacks,

including cost and management challenges related to
the distribution and maintenance of physical tokens. In
comparison, the BAZKP mechanism does not require
physical hardware while offering similar, if not
superior, security through blockchain and ZKPs,
thereby reducing costs and logistical complications.
This digital-native approach maintains high security
assurances without the physical constraints of token-
based systems.

The analysis of authentication methods would be
incomplete without considering biometric approaches
[26], such as fingerprint and facial recognition, which
also provide a high level of security but raise concerns
regarding privacy and the management of sensitive
biometric data, as highlighted in the literature. While
BAZKP does not directly replace these solutions, it
offers an interesting complement by ensuring secure
authentication without exposing sensitive personal
data, all while adhering to strict privacy regulations.
The BAZKP mechanism's decentralized architecture
and use of ZKPs create a privacy-preserving
framework that prevents exposure of sensitive data
while ensuring stronger security than many
conventional systems.

The performance results indicate that while BAZKP
introduces  additional  computational  overhead
compared to traditional authentication systems, this is
justified by the significant security enhancements. The
observed latencies, averaging 2-4 seconds per
operation, remain within acceptable limits for medical
record access scenarios where security prioritization
outweighs minimal latency requirements. The gas
consumption patterns align with expected blockchain

resource  utilization, with initial setup costs
(registration)  being  substantially  higher than
subsequent authentication operations. This cost

structure makes BAZKP particularly suitable for
healthcare applications where user registration occurs
infrequently compared to regular authentication events.

The table 2 provides a comparative analysis based
on key security and usability metrics.

Table 2. Comparison of existing MFA methods

Method Security Privacy Protection Cost Usability
Level
2FA [19] Medium Low Low High
Hardware Tokens [25] High Medium High Medium
Biometrics [26] High Low (Data Exposure)  Medium-High High
BAZKP (Proposed) Very High Very High (ZKP) Low Medium

The findings of this research underscore the
necessity for innovative solutions to tackle the evolving
data security challenges faced by the healthcare sector.
By replacing traditional passwords with mechanisms
that only store the character count, we have
demonstrated that protecting sensitive information is

achievable without compromising user experience.
Furthermore, the use of ZKP allows for the verification
of user identity without exposing their confidential
information, thereby enhancing trust in digital health
systems.
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6. Conclusion

In conclusion, our proposed smart contract-based
multi-factor authentication mechanism represents a
significant advancement in securing medical records
within the digital healthcare landscape. The principal
outcomes of this research are as follows:

e We have designed and implemented a novel
Blockchain Authentication with Zero-Knowledge Proof
(BAZKP) mechanism that successfully creates a
tamper-proof and transparent environment for medical
record tracking by leveraging blockchain technology
and smart contracts.

e The proposed system introduces a key innovation
by storing only the character count structure of
passwords instead of the actual credentials,
significantly mitigating the risks associated with
password theft and data breaches, while integrating
zero-knowledge proofs to enable secure identity
verification without exposing any sensitive user
information.

e Performance evaluation conducted over 100
transactions demonstrated the system's practical
viability, with quantifiable metrics for latency, gas
consumption, and transaction costs across core
operations (registration, login, password reset),
confirming its economic feasibility for healthcare
applications.

e Comparative security analysis established that
BAZKP provides superior privacy protection and
security levels compared to conventional MFA
methods like 2FA, hardware tokens, and biometrics,
while avoiding their respective drawbacks in cost,
usability, and data exposure.

In terms of theoretical and practical contribution,
this research makes three distinct contributions to the
literature: a privacy-preserving medical authentication
framework through the unique character-count storage
model, empirical validation of ZKP feasibility in high-
security healthcare contexts, and a reference
architecture for blockchain-health integration that
addresses both regulatory and technical requirements.

To address the remaining challenges and
opportunities, future research should should explore
ZKP performance optimization for resource-
constrained medical IoT devices, interoperability with
other health blockchains, and emergency access
protocols that preserve privacy.

Overall, this work directly addresses critical
cybersecurity challenges in healthcare, ultimately
enhancing trust in digital health systems by
safeguarding the confidentiality, integrity, and privacy
of patient information, and thereby contributing
meaningfully to the sector’s ongoing digital
transformation.
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