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Abstract: As cyber threats become increasingly sophisticated and pervasive, adaptive, intelligent, and
privacy-preserving intrusion detection systems (IDSs) are more critical than ever, particularly in ecosystem-based
networks. However, existing federated cybersecurity systems continue to face several challenges, including reduced
data processing efficiency caused by data heterogeneity, difficulties in real-time threat detection, and complex
configuration management.

To address these challenges, we propose a novel Self-Improving Federated Cybersecurity Sentinel framework
that integrates Federated Learning (FL) with Generative Artificial Intelligence (GAI) to enable dynamic and context-
aware optimization. Large Language Models (LLMs) play a central role in the proposed framework by enabling
prompt-driven analytics for real-time intrusion detection, feature relevance assessment, automated anomaly
investigation, and adaptive optimization of FL parameters.

Experimental evaluations conducted on the UNSW-NB15 dataset demonstrate that the proposed framework
achieves a precision of 0.96 and an F1-score of 0.98, while simultaneously reducing configuration adjustment time
by approximately 68%. These results indicate that the framework significantly simplifies the tuning process and
enhances detection performance. Overall, this study represents a substantial advancement toward fully autonomous
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and robust cybersecurity systems. Future work will focus on improving the generalizability of the framework across
diverse threat scenarios and incorporating explainable Al components to enhance transparency and interpretability.

Keywords: Federated Learning, Large Language Model, Cybersecurity, Intrusion Detection, Generative Al.
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1. Introduction

Network intrusion is a growing concern in modern
cybersecurity. It is defined as “an unauthorized approach
to the data within a network system to compromise the
confidentiality of the system” [1]. Intrusion detection
systems (IDS) actively look for a wide range of
malicious behaviors, such as malware, DoS attacks and
attempts to gain unauthorized access. This helps lessen
the effects of cyber threats [2]. Most network-based IDS
use sensors to look at network packets, analyzers to find
strange patterns, and wuser interfaces to give
cybersecurity teams complete logs and alerts as soon as
possible [3]. As a result, IDS technologies have
developed to include advanced anomaly detection
methods, often enhanced by machine learning, to
effectively identify new cyber threats [4].

“FL is a distributed machine learning technique that
improves privacy and security by allowing multiple
nodes to work together to train a shared model without
sharing raw data” [5]. The idea of aggregating model
updates instead of directly sending raw data alleviates
the privacy issues and minimizes the risk of centralized
data exposure, which makes FL particularly promising
for  privacy-sensitive  applications like  critical
infrastructure protection, health care and finance [6].
The expanding application of Al-enabled tools, such as
high-accuracy classroom chatbots reveals the potential
for intelligent automated systems to transform
numerous sectors, not least cybersecurity [7]. Recent
studies have demonstrated the effectiveness of FL in

significantly advancing network intrusion detection
using diverse, geographically distributed datasets under
privacy constraints [8].

There are advantages to FL-based intrusion detection
methods. However, these techniques currently encounter
significant challenges. First, FL models are hard to
understand and explain, which makes it hard to figure
out what went wrong and give cybersecurity analysts
useful information [9]. Second, optimizing is even
harder in federated situations because it requires
organizing data that are different from each other [10].
Thirdly, a lot of current FL oriented processes require
people to look at the output data by hand and/or set
hyperparameters by hand before they can be tested with
settings other than “out of the box™ [11]. This is likely to
make the cybersecurity analyst’s job harder when it
comes to analysis and make it harder to make it available
for use by more people. So, to make FL-based intrusion
detection models better, we need new ways to automate,
understand, and offer a stronger solution.

To advance the practicality and robustness of
federated learning, this study seeks to incorporate
sophisticated Large Language Model (LLM) analytics
into a federated learning (FL) framework for network
intrusion detection. Ultimately, this kind of synergy will
lead to better FL-based cybersecurity systems, making
them more resilient overall, more efficient in operation
and easier to understand and explain. By utilising LLMs,
our proposed system yields model-generated insights,
hyperparameter optimization, and human-readable or
syntactically descriptions, connecting complex machine
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learning generation to actionable decisions in a
distributed security domain. The mentioned items are
the main contributions:

e LLM Driven Analytics and Optimization: We
developed a module driven by LLM that
automatically checks the network traffic patterns,
key features, potential anomalies,
hyperparameters for federated learning and
security alert changes. The module is designed to
execute strictly on the server, and won’t consume
any additional computing power from clients.

e Prompting Engineering and Checking Output: For
llm, we had a complete prompt engineering
document that gives the acceptable output format
with examples and instructions. This is simply to
ensure that the LLM returns structured, parseable
JSON outputs. The LLM responses will be
returned and we will test that the LLM responders
are being constructed properly. Even if API
processing produces poor outputs, the fallback
logic will ensure a strong system.

e Automated Explainability and Actionable
Insights: The LLM module will produce
interpretable, actionable explanations and
recommendations for people that bridge raw
model outputs to operational actions. This will be
beneficial in making the FL system more visible to
both technical and non-technical stakeholders.

e The Analysis of the LLM System: We will
check how the system can be analyzable in the
LLM module and how robust it is. This will
demonstrate how practical the module is in
real privacy-preserving FL deployment
scenarios.

2. Literature Review

Intrusion Detection Systems (IDS) are a key part of
modern cybersecurity systems. There have been
standard setting tools that use rule and behavior based
analysis of network traffic, such as Snort [ 12], Bro/Zeek,
and Suricata [13]. However, this process has moved on
to more advanced detection pipelines, as shown by
Landauer et al. [14] use sensor arrays, feature extraction
modules, and an alert generation framework to keep an
eye on, find, and respond to strange activities. Current
methodologies employing datasets such as UNSW-
NB15, KDD99, and NSL-KDD have trained learners
utilizing ensemble techniques, decision trees, and
support vector machines (SVMs) [15]. Later methods,
like DeepIDS [16], aimed to teach deep neural networks
how to find hidden discriminatory features in traffic
logs. However, both methods were limited because they
relied on a centralized storage method that caused
problems with privacy and scalability when used in a
decentralized setting.

Federated learning (FL) protects privacy by giving
you the tools you need to do computations that keep your
privacy. Fully Homomorphic Encryption (FHE) has
made it possible to do computations on encrypted data
and safely update models [17]. Secure Multiparty
Computation (SMC) [18] has enabled collaborative
computation without compromising data integrity, while
Difterential Privacy (DP) [19] employs noise injection
to conceal an individual’s portion of the overall
contribution. In recent FL-IDS formulation solutions,
the absence of privacy was mitigated through these
various methods. Zhu et al. [20] examined privacy in
relation to the model’s latency, while Dutta et al. [21]
employed FHE as a model aggregation tool for other
ethical data to enhance security.

Related domains, such as Al-enabled IoT systems,
further enhance findings that add to the complexity of
privacy risks. Because smart algorithms often collect
and process user data all the time, the existence is also a
privacy risk [22]. Amin et al. [23] did a systematic
review of the literature and found a number of problems
with how privacy information is shared. Problems
included not giving users enough control, not being clear
about how Al makes decisions, and not following the
rules well enough.

Large Language Models (LLMs) have recently
shown promise in making analytical automation,
understanding, and decision support better in security
settings. LLMs can automate hyperparameter tuning
tasks, do structured analysis, and write explanations that
people can understand because they are very good at
reasoning in natural language. Cybersecurity tools that
use LLMs, like Microsoft’s Security Copilot [24], help
with real-time incident triage and threat investigation.
Research initiatives like AgentHPO [25] demonstrated
the application of LLMs for automated hyperparameter
tuning through structured prompt-response loops.
Existing research on FL-IDS has only occasionally
looked into LLM integration, even though it has a lot of
promise. Akhtar et al. [26] used LLMs to summarize
security logs, and Yoo et al. [27] used them to report on
events that had already happened. Still, no research has
yet used LLMs directly in FL instruction and detection.
Even though FL-based intrusion detection systems have
come a long way, there are still big problems with
automation, explainability, and adaptive optimization.

To tackle these problems, this paper proposed a FL
architecture enhanced by an LLM set. We have a four-
step plan: Server side ...automatically analyse traffic
rank feature importances suggest hyperparameters with
no added work on client, LLM tiers. Template files for
structured prompts and the format of JSON outputs were
made at length, to be as reliable as possible
validators/fail-safes were developed. LLM can provide
natural language explanations of model predictions and
recommended actions, which aid responders in
understanding what is happening and responding faster.
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Assessment of LLM Utility measuring the relative
effects of modules on interpretability, training speed,
fairness and robustness within federated learning
settings. The proposed system demonstrates significant
advancements in terms of detection accuracy and
operational transparency while maintaining robust
privacy protection. This renders it a smart and scalable
solution for real-life cybersecurity challenges.

3. Proposed Method
3.1. LLM-Driven Analytics and Optimization

Data- Layer

A2 —om B

Al -tayer
~Qdeepseek—

Figure 1. LLM-Enhanced Adaptive Federated
Cybersecurity Framework for Intrusion Detection

For the proposed federated cybersecurity framework,
a unified four-layer adaptive architecture is detailed.
Take a look at the example in Figure 1, where the
Federated Learning Server begins a global cybersecurity
analytics project to create a new, innovative intrusion
detection model M which is going to leverage
distributed network traffic data D which is the
cumulative amount of data collected from client nodes
C ={C;, C,, ..., C,} each collecting local datasets D =
{D;, D, ..., D,} from different geographic locations.
There will be an associated Data Layer as client nodes
first collect and preprocess raw network traffic into
structured local datasets suitable for federated learning.
Also, there will be a Learning Layer where each client
C; trains local models independently and securely
encrypts model updates before sending those encrypted
model updates to the aggregation server for combining
the encrypted models into a strong global model M.
After that, there will be an Al Layer that used integrated
DeepSeek LLM that processes the outputs of aggregated
global models where the dynamics allows for
determining possible threat patterns, ranking features
prioritized, adaptive security improvements, and so on.
And lastly, the advanced Feedback Layer provided is a
continuous improvement mechanism for the federated
learning process via adaptive epoch modulation,
selective feature engineering, calibrated differential
privacy injection, and timely optimization. This
collaborative, cyclical approach guarantees the ongoing
development of a robust cybersecurity model that
responds to new threats.

3.2.Federated Learning Problem Formulation:
Evaluation of LLM Impact

Clients
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Figure 2.LLM Enhanced FL Architecture for Network
Intrusion Detection

We formulate the federated learning task as a
distributed empirical risk minimization problem to
model the central part of our intrusion detection
framework. The objective is to jointly train a global
model M with parameters @ without sharing raw data,
given a set of clients C = {Cy, Cy, ..., Cy}, each with a
private local dataset D;. The mathematical expression for
this is:

min 31 Pd £ (@; D) + AR (w) (1)

i=1 D]

where R(w) is a global regularization term (such as
£,-norm), A is the regularization strength, and £; (w; D;)
is the local loss function for client C;. Every client C;
sends encrypted weight updates Aw; to the central
aggregator after performing local gradient descent. A
weighted average based on dataset proportions is used
to aggregate these updates:

IDil t
0D =T, 20 o 2)

In order to ensure secure aggregation and protect
privacy, each wl.(t) is encrypted using homomorphic
encryption prior to transmission. Moreover, differential
privacy (DP) is used to enforce privacy constraints. This
limits the influence of any single data point on the model
by ensuring that the mechanism satisfies (e, ) -DP.
Gaussian noise injection is used to accomplish this.

39 = 0" + N (0,0%0) 3)

A dynamic threat model, in which every client might
experience various attack scenarios, is supported by an
extension of the federated formulation. Therefore, the
global model needs to be able to generalize across
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heterogeneous data while fending off hostile influences
like data poisoning and evasion attacks. By measuring
the difference between malicious and clean model
updates, the threat resilience of the model is measured:

llew ici -w Il
1— malicious”®clean (4)

Resilience,,; =
poison llwcleanll2

Clients C; to C,, each train local models on their data
and transmit encrypted model weights to the Federated
Learning Core, as shown in Figure 2. These updates are
combined into a global model by the aggregation server
using the FedAug algorithm. Following pattern analysis
and optimization of this model, the DeepSeeck LLM
produces actionable results in the form of adaptive
training plans and security recommendations. The
foundation of a robust, privacy-preserving, and
intelligent intrusion detection system is this multi-stage
collaborative pipeline.

3.3. Prompt Tuning for Adaptive Federated
Optimization

Taking the federated formulation further, we propose
our core novelty, an adaptive Prompt Tuning Framework
that leverages a transformer-based LLM to generate
client-specific optimization directives for better learning
dynamics in the context of the adaptive federated
learning system. This procedure operates in an iterative
loop with a learned policy function @ that takes context-

specific prompts .‘Pi(t) to the system state S;, which
includes model accuracy, entropy H(D;), gradient
norms || V.L; |l, and attack pattern frequency.

?L.(t) = d(Acc?, H(D)), VL-(t),frqut); 0®) (5)

i i

In this case, 0 is the parameter set of prompt
generator model which can be adjustable. Clients C; get
these prompts for local training changes such as freezing
of entire layers, number of epochs assigned, and learning

rates. A reward function R(fPl.(t)) is to score each
prompt’s effectiveness after the clients are trained with
such prompts. Then, we update the weights © using a
policy gradient method.

O+D = ) — pVuEp[R(P)] ©)

This iterative reinforcement learning loop enables
the system to improve the quality of prompts over time
with improved downstream model and system stability.
In our setting, prompts are templated queries in a
structured JSON format consisting of thresholds and
hyperparameter suggestions that are automatically
interpreted by the FL clients.

Server DeepSeek Prompt Engine Clients Evaluator

Server DeepSeek Prompt Engine Clients Evaluator

Figure 3. LLM-Driven Adaptive Prompt Tuning and
Reinforcement Learning for Federated Learning
Optimization

Such an adaptive control (see Figure 3) not only
improves convergence under non-IID data, but also
naturally eliminates communication redundancy as the
system can self adapt in the face of new types of threats.
Such a framework achieves a closed-loop intelligence
layer which can enable our federated learning model to
be extremely responsive, efficient in real-world
federated networks.

Algorithm 1: CLIENTTRAIN: Prompt-Guided Local
Training

Procedure ClientTrain(w, P, D;):

// Extract instructions from context-aware prompt
Ebase «— P ['training_params']['epochs']

N «— P ['training_params']|['lr']

F « P ['feature_focus']

// Feature selection guided by DeepSeek

Dif tered SelectFeatures(Di, F)

// Initialize local model

9:  ®; < CopyModel(w)

10: // Adaptive epoch scheduling using entropy (Eq. 3)
11: H; « Entropy(D;) //Hi==Zp clogp c

12: Ei < [Emin + (Emax - Emin) : ﬁl

Hmax~Hmin
13: for epoch =1 to E;:
14: A; « AnomalyScore(D;)

PRIL AN

150 S« |2 tanh(8 - 4)] // Eq. (4)
16: B « CreateBatches(Dfiltered, 5.)
17: for all batch € B do:
18: VL < ComputeGradients(w;, batch)
19: w; < w;—n-VL // SGD Update
20: end for
21: end for
22: Return EncryptWeights(w;)
23: end procedure
3.4. Technical Deep Dive
To technically deconstruct the recommended

architecture, we offer a five-part focused deep dive
through federated learning formalism, adaptive training
control, prompt tuning, differential privacy and LLM
enabled feature optimization.

Step 1: Federated Learning Foundation

We describe the protocol in a client-server setting,
®

where C = {C;})., clients compute weights w; ",
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locally and then share them with a central server A4,
which aggregates the models to produce:

D;
w0y = Moy =5 B o (7)

To handle adversarial threats like DDoS poisoning,
we enforce a threat-aware objective:

min YN, a;L;(w; D;) + Amin || VL(w + 8) I,
w SEA
(8)

Step 2: Adaptive Training Subsystem

We control the number of local epochs El.(t) based on
data entropy:

t
Ei( )= [Emin + (Emax = Emin) - H, ax—Hmm] ®

where the entropy H(D;) = — ). p.logp. captures
class imbalance. For anomaly-adaptive batch sizing:

H(Dl) Hmll’l

st=| 2 | (10)

b-tanh(f- AnomalyScoret)

Step 3: Prompt Tuning Engine
The context-aware prompts are created by the LLM
as follows:

P! = ¢p(acct, HE,VLE 6) (1)

These encouragements are employed as tools to
manipulate client actions and are specialized with
reinforcement-driven evaluative procedures.

Step 4: Privacy-Preserving Aggregation
We add calibrated Gaussian noise to implement the
differential privacy:

M(w) =X w) +N(0,0%5%) (12)
We ensure (€, §)-DP through the bound:

Pr[M (D) € Q] < ePr[M (D) € Q] + 6 (13)
Step 5: Feature Optimization Pipeline

DeepSeek’s analysis engine is used to compute
feature importances:

=g > Y =3EEa a9

Temporal features are synthesized by:

frew = %thﬂ I(packet_size; > u + 20) (15)

This multi-level formalization establishes the
internal workings of FLAD and is used to maintain
privacy, adapt against threats, and optimize learning
pipelines that are provided with LLM powered feedback

grounding a mathematically sound benchmark for
performance evaluation in the following experimental
section.

Algorithm 2: Federated Learning with LLM

l:Procedure Federated Learning Server(C,T):
2: wg < InitModel()

3: 6 « InitPromptPolicy()
4: & « DefaultFeatureSet()
5: fort=1toT:
6: for all clients C; € C in parallel do
7: ctx; « (accgt_l),H(Di),
Il V,Ci(t_l) I, threat_freq;)
8: P; « D(ctx;; 0)
9: w; < ClientTrain(wg, P;, D;)
10: end For

11: WY % Decrypt(w;)

12: wy < @ +N(0,028%1) // Differential Privacy

13: Y « ]
14: fork =1to K do
aL
15: Y, < [|0_f]| forf; € CI>]
16: end For

17: @ « {fj|E[Y;] >t} U
GenerateTemporalFeatures(Dsampie)

18: R « [Evaluate(a)g, C) — acci(t_l) forC;]
19: 0 < 0 +1nVy E[R]

20: end For

21: Return wy,

22: end procedure

4. Experimental Results and Analysis
4.1. Experimental Setup

The experimental design uses a federated learning
(FL) paradigm for network intrusion detection. The
global model and client model are both multi-layer
perceptrons (MLP) with 2 hidden layers and 32 units per
layer, that use ReLU activations and a sigmoid output,
for binary classification. Models are trained using the
Adam Optimizer with the following parameters: a
learning rate of 0.001, a batch size of 64, and 10 local
epochs between communication rounds. The Deepseek
LLM is used in an analytical capacity and for
hyperparameter tuning with the API access limited to
prompts of maximum 2000 tokens, and a temperature of
0.3 for deterministic outputs. All experiments were
carried out on a MacBook Pro with chipset M3 Pro, 18
GB unified memory and a 512 GB SSD storage. The
software stack includes Python 3.9, PyTorch 1.13,
scikit-learn 1.2, and the OpenAl client, which was used
to access the LLM. The federated learning experiment
simulated 5 clients each given a partition of the UNSW-
NB15 dataset, and a central server process for
communication rounds. All network interactions were
simulated locally for reproducibility. Model
performance was assessed with common classification
metrics (e.g., accuracy, precision, recall, fl1-score, and
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AUC) and ablation studies were then also conducted, to
compare the contribution of LLM supported
optimization.

Table 1. LLM-Optimized Federated Learning
Configuration (parameters derived

Category Parameter Value
Local Suggested Epochs 5
Training Batch Size 64
Learning Rate 0.001
Aggregation  Method Weighted average
Client Selection Adaptive
Client Strategy Performance-based
Selection (Threshold: 0.8)
Security Privacy Differential
Preservation Privacy
Attack Resistance Robust
Aggregation
Robustness Adversarial
Training
4.2.Dataset

In the experiments, we use the UNSW-NBI15
benchmark dataset for training and evaluating the
federated learning model on the task of network
intrusion detection. It is a dataset of nine attack types
(e.g., DoS, Exploits, Fuzzers) plus normal traffic, so it
provides a large and realistic used distributions of
network behaviors. Each record includes 49 features
determined using Argus and Bro-IDS tools with some
feature engineering and class labeling afterwards.

4.3.Implementation Setup

A customized federated learning (FL) simulation
environment based on PyTorch 1.13 is used for this
work. Python multiprocessing is used to handle
communication between the client and server. All of the
models, encryption methods, and analytics modules are
made with Python 3.9. The core parts are made with the
scikit-learn, imblearn, phe, and scipy libraries. Our
system is different from current FL frameworks because
it is specifically designed to combine privacy-preserving
federated learning with optimization based on large
language models (LLMs). A multi-layer perceptron
(MLP) with two hidden layers, each with 32 ReLU-
activated units, is used for local training for each client.
Clients use the Adam optimizer with a learning rate of
0.001 and a batch size of 64 to run 10 local epochs in
each round of communication.

A server-based API allows you to drive the LLM for
security guidance and optimization cues. The LLM
receives prompts for hyperparameter tuning and other
steering, but no raw data or model weights, keeping
privacy strong. Each round, clients send the server
encrypted model updates. The server computes the
average updates by applying FedAvg algorithm and
executes the requested LLM-gumbling before updating
the global model, returning it to clients. We apply

library-based differential privacy on the updates (e =
1,6 = 107°) by injecting Calibrated Gaussian Noise to
the weight updates of each client. Emulator Alignment
and Adaptive Prompting were performed every 20
rounds to ensure the model continues to perform as data
distributions and adversarial strategies change. It is
important to note that the client-side training itself is
entirely simulated (simulated on your local machine),
however the specific encryption, prompting &
evaluation tools of this library were designed for
software development in a distributed system setting.
The results were saved and averaged every 10 rounds of
communication across 5 different random seeds in order
to be statistically significant.

4.4. Automated Explainability, Actionable Insights
and Hyperparameter Selection

First, we evaluate our FL framework on the UNSW-
NB15 dataset for network intrusion detection, especially
focusing on the impacts of adding an LLM for auto-
analytics and optimization. It gives access to the LLM
and provides it with direct guidance and examples of
responses so that you can ensure your JSON comes back
properly formed. This approach ensures that the
analytic and optimization recommendations are correct
and beneficial. All hyperparameters that are specific to
FL and LLM are the same for all experiments so that the
results can be compared and the calculations can be done
quickly. Grid search is used to find the best learning rate
for both the model and the tuning of the LLM prompt.
To make it even more efficient, all model training is
done in half-precision (float16) when the hardware can
handle it.

{
“traffic_patte
"normal_traf:
"attack_t

during attack periods"

: "Periodic spikes in traffic

“feature_import:
"'top_feature:

"importance_scores":
9.8,
0.7,
0.6

1

"correlations": "Strong correlation between packet size and attack

Figure 4. LLM-Generated JSON Output for Traffic
Analysis

To demonstrate the practical application of prompt-
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tuned LLMs within our framework, we utilize structured
outputs for automated analysis, as previously illustrated
in Figure 4. The model finds traffic patterns (like normal
vs. attack traffic), sorts anomalies by type and severity,
and lists the most important features and their
contributions (like packet size, flow_ duration, and
protocol type). This information lets users drive feature
engineering and model improvement. For instance, the
LLM’s suggestions to make packet sizes more
consistent, add time-based features, and add an attention
mechanism show that there are good ways to make
traffic detection more accurate. The prompt-based
approach has made it more efficient, with less required
to improve models and fewer people hours needed. This
also demonstrates how well and efficiently our entire
framework.

Figure 5. LLM-Inferred Feature Importance Scores

In addition, Figure 5 shows the ranking of feature
importance according to model output result, which
indicates that features such as sttl, sport and proto are
dominant in distinguishing attack traffic. Together, these
visualizations illustrate the success of LLM-guided
optimization in accelerating model refinement and
reducing manual effort.

4.5.Results and Performance Analysis

4.5.1. Characterization of Non-IID  Attack
Distributions Across Federated Clients

We illustrate the pattern of attacks by each federated
client in Figure 6. On each chart, the proportion of four
types attack (Probe, DDoS, U2R and R2L) is shown
among total attack frequency or intensity. These
drawings testify to substantial diversity in the attack
profiles of various customers. For example, Client 1 has
a high level of probe activity, dominant U2R attack type
and low R2L and DDoS attacks. In contrast, Client 2
showed high frequency of R2L attacks and moderate
Probe and DDoS behavior as well as relatively low U2R
occurrence. Client 3 has a wider range of threats with the
closest balanced distribution of all four attack types.
Client 4 has a high level of DDoS and U2R activities,

moderate Probe and low R2L behaviours.

Attack Pattern Analysis (Radar) - client2

Figure 6. Client-specific attack patterns across federated
clients

The significance of FL techniques in the context of
cybersecurity is demonstrated by this client-wise
diversity in attack patterns. FL can allow local model
adaptation while ensuring privacy, so that each client is
in a position to build specific defenses corresponding to
its threat landscape. The pie chart showing the
proportional participation of each client in federated
learning is presented in Figure 7.

Client Contributions to Federation

Figure 7. Client Contribution Analysis within the
federated learning rounds

This variability in client contributions suggests the
heterogeneity associated with federated settings, where
differences in local data size, quality and engagement
can impact overall model training. Overall, clients who
contribute larger and more accurate datasets provide the
most favorable effect on global model robustness and
performance. Here the proficient prompt tuning guided
by LLM amplifies each client’s contribution, and
sustains stable model convergence even under diverse
levels of involvements and quality of training data. All
these results show the significance of accounting for
individual user differences in FL to optimize joint
performance and ensure the robustness of model.

4.5.2. Interpretable Feature Relevance Assessment in
Federated Security Contexts

Figure 8 shows the feature importance of each

federated client, providing a comparative view on which

attributes mostly impacted intrusion detection decisions

in a distributed environment. Every bar chart is one

client accompanied with importance scores for four
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representative features.

Feature Importance Analysis - client2

Feature Importance Anaysis - clients
os

2 o 3o

8 o i

g £
) “ Ea

¢ Feaure A Feature B Feature Feature O ° ey & Feature 8 Feature C Fasture O
reaures Foures

%y‘. I gMI-'I
Figure 8. LLM-driven feature relevance assessment in

federated security contexts

Results demonstrate that feature significance is
different among clients. For example, clients 1 and 4
assign high weights to Features a and d softmax biasing
with average activation localities which show that these
features are the most indicative of malicious activities in
their datasets. On the other hand, Client 2 gives much
lower weights to the other features and considers
Feature ¢ as the main source for intrusion detection.
Client 3 puts more weights on the importance profile,
and features c and d play important roles among Feature
A in client 3. Discovering these analyses, it can improve
understanding of base factors influencing threat
classification and alert creation with LLM-driven
interpretability. The discovered heterogeneity in feature
importance underscores the need for context-aware,
interpretable Al and the importance of data
characteristics that are specific to clients when
considering federated scenarios.

Enhancement
Large

4.5.3. Performance
Learning  via
Integration

Figure 9 presents a comparison of baseline Federated

Learning and the integrated FL with LLMamongst all

clients. Still for each of the aforementioned four key

performance metrics (Accuracy, Precision, Recall and

F1-Score), scores are plotted in every barchart.

of Federated
Language  Model

Model Performance Comparison - dlient1

Model Performance Comparison - client2

Madel Performance Comparison

jklll

Figure 9. Comparison analysis of baseline model and
proposed model

The FL combined with LLM approach outperformed
the FL-only method and baseline model for all clients.
F1-Score and precision, in particular, have experienced
significant improvements. That is the system is better at
locating true intrusions and false positives are lowered.
For every client, accuracy and recall also improved
meaning that threats were being found more
completely, or at all. It is client two and three for which
the improvements are noticeable the most, as client
specific model differences are so high in all metrics.
This demonstrates that LLM-encouraged enhancements
fit well in the federated learning paradigm. This enables
a more reliable and granular intrusion detection that is
consistent even across data from different clients. The
fact that clients continue to see improved performance
also illustrates how FL and LLM systems could help
make cybersecurity defenses stronger in decentralized
settings.

5. Conclusion and Future Work

With the increase of cyber security problems,
federated learning (FL) has been one of substantial form
to recognize network intrusion in a privacy realizing
decentralized manner. FL-based IDS has potential, but
its interpretability and manual configuration limit the
scalability and effectiveness of FL-based IDS by no real-
time automatic processing. Although large language
models (LLMs) could automate analysis and decision-
making, they haven’t yet been fully integrated into
federated cybersecurity frameworks. This paper presents
the Self-Improving Federated Cybersecurity Sentinel
framework, which uses FL and DeepSeek LLM to find
features, optimize hyperparameters, and detect
intrusions in real time. The UNSW-NB15 dataset shows
that the time it takes to change the configuration is cut
by 68%, with an F1-score 0of 0.98 and a precision of 0.96.

One problem with the current work is that it uses
pretrained general-purpose LLMs, which are good but
may not have the most up-to-date information about
cyber threats that are changing. Future endeavors will
concentrate on refining domain-specific LLMs through
the utilization of curated cybersecurity corpora and the
incorporation of adaptive feedback loops to enhance
contextual accuracy progressively. We also plan to use
blockchain technology in the framework to make sure
that model updates and client contributions are logged
in a way that is safe, clear, and impossible to change.
Previous research on Shariah-compliant decentralized
financial systems has shown that blockchain can
improve trust, auditability, and compliance through
smart contracts and distributed ledgers [35]. Our system
will use blockchain to improve data integrity and
accountability in adversarial federated learning
environments, taking cues from these fields. Adding
support for multi-modal security data (like system logs
and host-based telemetry) to the framework will also
improve detection granularity and cross-layer threat
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