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Abstract: Intelligent Transport Systems (ITS) leverage cutting edge technology to enhance the reliability,
protection and effectiveness of transportation. Dedicated Short Range Communication (DSRC) is the mean
by which Vehicular Ad Hoc Networks (VANETS) provide connectivity among vehicles in form of vehicles
to vehicle (V2V) and vehicle to roadside infrastructure (V21). Maintaining safe connections in VANETS is
a major issue due to malicious behavior of unlawful vehicles. Therefore, in order to protect VANETS,
malicious vehicles should be revoked, for this purpose Certificate Revocation List (CRL) is distributed by
the authorities among the VANETS users. However, due to the passage of time CRL size increased and
becomes large, which produces delays in checking and verification of messages and results in disruption.
Therefore, dissemination, updating, and searchable processes of traditional CRL techniques face latency
and scalability problems. This paper aims to overcome these challenges by eliminating dependency on
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CRLs, introducing efficient revocation verification, and enabling a self-sufficient revocation mechanism. A
novel ERMV approach is proposed, in which Bad-Hash is applied only to pseudonym certificates of revoked
vehicles, which facilitates onboard, independent certificate status verification without the need to distribute,
obtain or check CRLs. The proposed technique ensures rapid certificate status verification with minimal
computational and communication overheads. The results show that the proposed technique can verify over
900 messages in a 300millisecond time frame, which illustrates that the proposed technique can work
efficiently in sparse and dense scenarios with less computational and communication overheads.

Keywords: Vehicular Ad Hoc Networks (VANETS); authentication; revocation; hash.
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1. Introduction

Intelligent Transport System (ITS) encourages the
sustainability, effectiveness, and
optimize transportation  systems and  services by
utilizing cutting edge technology, communication tools,
including information management strategies., thereby
improving public safety, travel comfort, and reducing
travel costs [1].

A key component of ITS is the Vehicular Ad Hoc
Networks (VANETS), which enables vehicles to
communicate with each other in the form of vehicle to
vehicle (V2V) and vehicle to infrastructure (V2I).
VANETSs utilize Dedicated Short-Range
Communication (DSRC), also known as IEEE 802.11P
to deliver consistent, minimal latency transfers of
information at data speeds of up to 27 Mbps across a
range of 100 to 1,000 meters [2].

The primary components of VANETs include
Trusted Authorities (TAs), Road Side Unit (RSU), and
On-Board Unit (OBU). TAs manage network operations
and ensure system integrity, RSUs installed along

roadways enable communication between vehicles OBU
and TAs, OBUs are installed within vehicles that enable
the vehicles to exchange information such as road
conditions and traffic updates [3-4].

The wireless characteristics of VANETS expose it to
various security threats, such as Denial of service (DoS),
Sybil, spoofing, and sinkhole attacks [2,5]. To mitigate
these threats, robust authentication mechanisms are
essential. Public Key Infrastructure (PKI) is commonly
used to secure VANETS using X.509 standard for the
generation, distribution, and revocation of digital
certificates [6]. Vehicles typically use short-term
pseudonym certificates for authentication and privacy,
with the need for frequent renewals around 25,000 times
within a five-year duration [7]. The systematically
revocation of certificates is essential to maintain
network integrity by invalidating certificates that are
involved in malicious activities or no longer valid.

Revocation is the procedure of making valid
certificates that have already been granted revoke in
order to remove malicious and unauthorized vehicles
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from accessing the network. In active revocation, this
process is documented in the Certificate Revocation List
(CRL) should be managed efficiently, to distribute and
use the information to ensure all vehicles received the
information regarding revoked vehicles. Effective
distribution of CRL is vital for VANETSs security.
Various methods have been proposed to enhance CRL
distribution and checking. However, the CRL based
schemes has communication delays that provide
opportunity for the attacks.

In [8], the researchers proposed a technique to
enhance scalability and reduce distribution delays by
dividing the original CRL into smaller segments,
thereby improving the distribution of an individual CRL.
However, this method does not optimize memory usage
and computational resources. Similarly, broadcasting
the CRL was proposed [9], but this approach overlooks
the impact of distributing large CRLs across wide areas
with a large number of vehicles. Hierarchical CRL
distribution, dividing CRLs into global and regional
types, addresses scalability and size issues but adds
infrastructure complexity [10]. Merkle hash trees
facilitate efficient revocation checking by distributing
the root hash value to vehicles, although challenges with
increasing numbers of revoked certificates persist [11].
A technique was designed [12] based on Bloom filters
probability data structure that compress CRLs to reduce
bandwidth requirements for distribution. However, the
suggested approach is producing negative results, which
leads to show legitimate vehicle as malicious.

A dual Bloom filter was proposed [10] to reduce the
rate of false positives, area and trip-specific CRLs
reduced overheads by providing vehicles with CRLs
relevant only to their operational areas and trip durations
[13]. Although this method shortens distribution delays,
the CRL is still required, its dissemination and checking
are still necessary for system security. Fog computing
combined with Merkle hash trees aims to replace time-
consuming CRL checking with more efficient methods,
though these approaches introduced new complexities
and costs by implementing fog nodes [14]. The scheme
outlined in [15] employs RSUs to generate the updated
secrets, necessary for vehicles to create their secret keys.
If a malicious vehicle is identified, the RSU will cease
generating secrets for that specific vehicle. However,
since RSUs are positioned in open areas, they are
vulnerable to DoS attack. Decentralized voting-based
techniques for revocation still require CRL distribution
and verification [16]. In [17], the authors suggested
utilizing an activation-code-based approach in place of
CRL, wherein a certificate is utilized upon receiving its
activation code. However, the activation code
dissemination is challenging because of ineffective
network and computational overheads.

The above-mentioned schemes, in which there is a
need for distribution, downloading and checking the
CRL to recognize and block revoked vehicles, which

introduces considerable overheads. It is not a desirable
approach in the VANETSs. Therefore, it is important to
eliminate malicious vehicles as soon as realistic to
revoke them from doing more malicious activities.

The purpose of this paper is to devise a revocation
scheme that will enable vehicles to identify a revoked
vehicle in V2V communication despite the need for an
updated CRL distribution, in order to guarantee the
objectives listed below:

e To efficiently identify a revoked vehicle
e To reduce message authentication time
e To provide a secure communication

The remaining parts of the paper are organized as
follows: Section 2 reviews the relevant literature,
Section 3 discusses the network model, Section 4
demonstrates results and discussion, Section 5 presents
conclusion.

Dedicate LAN

Dedicate LAN | | | |

Vehiclgj Vehicle

Figure 1. System Model (developed by the authors)

2. Literature Review

Management and revocation of credentials are
essential components in the protection of V2V and V2lI,
which is called vehicle to everything (V2X)
communication. The Security Credential Management
System (SCMS) is used in the US, whereas the European
Telecommunications ~ Standards  Institute  (ETSI)
provides a structure for V2X credential management in
Europe [18-19]. Both of them utilized long term
credentials for authentication and secure communication
in V2X interactions. Long-term credentials are
embedded in vehicles at manufacture in the form of
private keys or as certificates issued upon enroliment in
the ITS infrastructure, while pseudonym, which are
short lived with lifespans of up to several weeks are
changed periodically to prevent tracking and enhance
privacy [20-21].
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Compromised vehicles with valid credentials pose
significant risks by disseminating malicious data that
can lead collisions risks. Similar attack scenarios have
been investigated by Sun et al. [22] and referenced in
[23]. Once detected, a rapid certificate revocation
process must be initiated to prevent further damage.
Designing an efficient certificate revocation mechanism
for vehicular networks involves addressing two key
requirements, which are timely distribution of
revocation information and ensuring that the revocation
checking process is efficient enough to meet latency
requirements [23].

Active revocation, a widely adopted approach in
systems like SCMS, involves invalidating pseudonym
certificates through the creation and regular updating of
CRLs, which contains entries for revoked pseudonyms
through which vehicles decide whether to accept or
reject messages from other vehicles. While this method
is essential for maintaining security, it presents
challenges related to managing the increasing size of the
CRL, which can lead to substantial computational and
communication overhead, [24-25]. Therefore, CRL
based techniques must balance the need for timely
revocation information with efficient distribution and
verification to avoid latency issues [26].

To improve CRL distribution efficiency, various
strategies have been proposed. RSU placement
optimization, as demonstrated in [27]. However, due to
limit number of RSUs, the accurate information
regarding revocation cannot be available sometimes. To
address this, it was suggested using mobile nodes like
public safety vehicles to assist in CRL dissemination
[28]. However, infrastructure is complex and the mobile
nature of the nodes can lead to the unavailability of
particular nodes during crucial instances. Leveraging
cellular networks were explored to extend CRL delivery
in areas with limited RSU coverage [29]. At high speeds,
vehicles may lose connectivity or encounter areas with
poor network coverage, complicating their ability to
access the latest CRL.

Additional techniques like Bloom filters, aiming to
optimize bandwidth usage and improve distribution
efficiency [12] proposed, however it can encounter false
positive. Geographical distribution segments the
network into smaller regions to manage CRL size and
enhance delivery [10, 13]. Its infrastructure is complex
and when vehicle enters new zone without timely access
to that particular zone CRLs, it can mislead in
identifying revoked vehicles.

As it also important to efficiently use revocation
information after receiving or getting it. Bloom filters
offer faster verification of CRL but introduces false
positives [30]. Merkle Hash Trees represent a more
advanced technique for CRL management, offering
reduced storage requirements and faster verification. A
trapdoor-based technique was introduced [31] to further
minimize delays in pseudonym-based networks.

Although these methods minimize storage requirements
and verification delays, they still necessitate the
distribution and verification of revocation information
during V2V communication. Furthermore, edge
computing paradigms, as explored in [32-33], have
shown promise in reducing revocation costs and
facilitating efficient CRL management. However, edge-
based approaches also introducing delays [19]. Despite
ongoing advancements, recent surveys [34, 24] indicate
that many of the proposed solutions for credential
revocation in V2X systems still face significant
challenges in terms of efficiency, scalability, and real-
time performance.

Similarly, passive revocation uses short lived
pseudonyms, reducing the need for traditional
revocation methods. However, it may allow malicious
vehicles to operate until pseudonyms expire, posing
potential risks [35-36]. The Online Certificate Status
Protocol (OCSP) gives revoked status updates but
suffers from latency, limited infrastructure availability,
and scalability issues [37]. Tesei et al. [23] proposed a
Distributed Ledger Technology (DLT) based revocation
approach to address scalability and delays in revocation
checking. However, in high-speed scenarios the
intermitted connectivity problem affects the verification
process.

The Activation Code for Pseudonym Certificates
(ACPC) method, which employs activation code to
manage multiple pseudonym certificates, reduces
certificate size but can increase bandwidth usage and
latency due to the overhead of broadcasting activation
codes [38]. Decentralized self-revocation systems
enable vehicles to manage their own credentials [21, 39],
but these decentralized techniques using self-revocation
to remove its certificates and prone to Sybil attacks

Therefore, here is a necessity for a scheme that
enables vehicles to identify a revoked vehicle in V2V
communication without relying on the distribution of
activation codes, online checks, or CRLs. Such an
approach can reduce message verification requirements,
minimize the wvulnerability window, and improve
security.

3. Network Model

This section includes the System model, Design
Goal, and Methodology of the proposed research work.

3.1 System Model
The system model consists of the following entities.

Malicious Vehicle (Vj)

If a vehicle, designated as V;j, disseminates misleading
information, obstructs communication, or breaches
rules, it is deemed malicious.
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Legitimate Vehicle (Vi)

Vi is designated as a valid and legal vehicle. When V;
finds unlawful conduct, it reports to the Revocation
Authority (RA). Vi’s timely reporting helps maintain
network security by isolating malicious vehicles.

Revocation Authority (RA)

It is an authoritative source responsible for revoking
malicious vehicles. Upon receiving a report, the RA
initiates revocation by informing TPP about malicious
vehicle, calculating and broadcasting Bad-Hash for that
malicious vehicle. The RA ensures network trust by
managing revocations effectively.

Temporary Pseudonym Provider (TPP)

The TPP is a very trustworthy source that governs the
distribution of certificates to vehicles. It carries out two
crucial tasks that are given and update certificates to
secure communication and managing Blacklist called
Blocked Registration Certificate List (BRCL) to
guarantee that revoked vehicles are unable to regain or
update the pseudonym certificate to access the
VANETS.

Certificate Authority (CA)

CA is a trustworthy source that issues Registration
Certificates (RCs), which are necessary for vehicles to
obtain Temporary Pseudonym Certificates (TPCs). A
valid RC is required for a vehicle to TPC to
communicate securely in the network.

Law Enforcement Authority (LEA)

The government authority in charge of maintaining
norms within the VANETSs. Once a vehicle is recognized
as harmful and revoked by the RA, the LEA is alerted to
pursue legal or administrative procedures according to
the laws.

3.2 System initialization

When a vehicle wants to be part of VANETS, in the
proposed technique of efficient revocation of malicious
vehicles (ERMV), vehicles should have Temporary
Pseudonym Certificates (TPC) to provide security in
network. When vehicle first enter in the network having
Initial Registration Code (IRC) which is given to each
vehicle once through system. The vehicle sends the IRC
to certificate authority to get Registration Certificate
(RC), the CA checks whether the vehicle, that want to
get RC is revoked or not by checking its IRC in its
database, if found it means it is already registered
revoked vehicle, and will not issue RC, if not found, then
it issues an RC to the vehicles. After getting the RC
vehicle can get TPC from TPP by providing its RC, TPP
will check its BRCL against the vehicle RC, if its RC is
listed in BRCL, it means it is a revoked vehicle, if not in
BRCL vehicle will get TPC which is necessary to
participate and communicate in the network. In this
framework the identity of vehicle is not vulnerable

because the vehicles get its pseudonyms certificate in
distributed manner and if one entity in network is
compromised, still vehicle real identity cannot be
revealed.

3.3. Design Goals

The following are the design goals of the proposed
technique.

1. Enhanced Scalability through CRL
Elimination: The elimination of the CRL improves the
system's scalability by removing the need for vehicles to
check a centralized repository for revoked certificates,
thereby reducing computational and communication
overheads.

2. Efficient Revocation Verification: The
revocation process is made efficient by enabling
vehicles to rapidly verify certificate statuses without
scanning long lists.

3. Self-Sufficient Revocation Mechanism: The
system eliminates the need for external entities that
enables vehicles to independently verify revocation
status  through onboard algorithms, therefore
simplifying the overall revocation process.

3.4. Methodology

The proposed technique of ERMV as illustrated in
Figure 2, which demonstrates that how adversely
vehicles are revoked.

Vi Vi RA “TPP CA LEA
M S orary Certificate L ref
“":ﬁ"a;',“ vebick) ff."::‘.:)‘ Pﬂ"‘xl’mﬂ?' (Maf-s) it
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4 I
1 )
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Figure 2. Proposed Methodology (developed by the
authors)

The OBU algorithm shown in Figure 3 is designed to
identify revoked vehicle during communication between
vehicles. The proposed technique of ERMYV includes the
following steps:

Step 1: The malicious vehicle “Vj” is reported for its
unlawful acts to the RA by authentic vehicle “V;”.
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Step 2: In order to stop further updates of V; certificate
(TPC), RA notifying the Temporary Pseudonym
Provider (TPP) of the adverse action of V; to add its RC
to the BRCL.

Step 3: Computing the Bad-Hash, RA broadcasts the
computed Bad-Hash for the revocation, V; trusted
component updates the TPC by adding the Bad-Hash.
As result of the Bad-Hash, Vehicles will not verify
messages from V; by utilizing the OBU algorithm.

Step 4: TPP will report unlawful conduct and revocation
of V; to the CA.

Step 5: Regarding adverse conduct of Vj, TPP informs
the LEA for legal actions.

[ Start Communication ]

Presenting a certificate

expired
Not Expired

Check
Bad-Hash

Attached

W Certificate is invalid

As Certificate is invalid
reject the message J‘

g B

Certificate is valid
accept the message

Figure 3. OBU algorithm (developed by the authors)

3.3.1 Proposed Technique (ERMV)

As in the system initialization section 3.2 it is
discussed that a vehicle can get its TPC to participate in
network. After joining the network if a vehicle (referred
to as V;j) tries to interact with another vehicle (referred
to as Vj) through V2V interactions. If V; engages in
unlawful behavior, such as sending deceptive or false
information, V; compiles a report and submits it to the
RA. This report includes the message (M) V; attempted
to send, within the time of report (Rt) indicating when
the report received, and V; TPC, which serves as a
temporary identity the VANET. The report is structured
as:

Reporting Message = [My; || Rt|| Vjrec]

The RA starts a series of steps to deal with the
adverse vehicle immediately as it gets the complaint. In
order to effectively stop V; from getting new
pseudonyms, the RA first informs the TPP to add V;

Registration Certificate (RC) to the BRCL and barring it
from future network participation.

To further secure the network and to revoke Vj, the
RA generates a “Bad-Hash” using the MD5 hashing
algorithm [40], based on V; certificate serial number. For
instance, if the serial number of V; certificate is 4097
(0x1001), applying MD5 hashing to the string
"4097(0x1001)" generates a 128-bit hash value. For
example, for this hash output is:
d830ff5f3c19chd12b00f9a5f2f45208.

These Bad-hashes are used to uniquely identify the
revoked certificate across the network, ensuring the
integrity of the revocation process.

The RA then constructs an Order of Update (OU)
message as order of self-revocation (OSR) in [41]. This
message includes the malicious message (M), the time
of report (Tr), V; TPC with its public key and other
cryptographic details, and the newly generated Bad-
Hash, which serves as an indicator of revocation. In
order to guarantee that all surrounding vehicles get the
revocation information, the OU message is sent to the
region where Vj's adverse behavior detected. The
information will be transmitted again over a larger
region if V; is not earliest identified as discussed in [41]
Upon receiving the OU request message, vehicles in the
broadcast area perform a check by comparing the bad-
hash in OU with their stored certificates hashes. The
structure of OU request,

OU-REQ = MIITrIIVjrecll calculated Bad-Hash

where M= message, Tr= time of report, Vjtpc= TPC of
malicious vehicle j and calculated bad-hash is the hash
produced by RA from malicious vehicle serial number.

The Trusted Component (TC) of the wvehicle
compares the bad-hash included in the OU message with
those in the Pseudonym Hash List (PHL). Table 1 shows
PHL. The message is accepted only if the bad hash
matches an entry in the PHL. In the case that matching
occurs, the vehicle certificate is chosen to revoke, and
the certificate is modified to reflect this change.

Table 1. Pseudonym Hash List (developed by the
authors)

Index TPC Hashes
1 d830ff5f3¢19chd12b00f9a5f2f45208

3c3dbb101f022b7f6e50a35c6a3f2b80
b9c8d9a66b1b94b849cd7f536d4c4028
912ec803b2ce49e4a541068d4958f317
16b4d3248d3e4b9b5a97f7e1e965b4b1
e4e86e7c¢65bfc9cIb77chf8318b68ae8
f6b1b8cbb3bc69c97f1a2d39e6f5¢809
d1a3a3b2f7ef3e4b8535c4b5a4a0a8d2
1¢3027be3c5b4987a19b9e8e5e2b8c4e
3b5b6e9bdb4a3a0b8e8b7b5a4e6d7c8f

OO (N |W|N

[y
o

Following a revocation, certificate for the vehicle
gets modified by adding the Bad-Hash.
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Bad hashes can be included into the pseudonyms as
extra fields or key pairs [41-42]. After the revocation,
the vehicle sends a confirmation message (OU-CONF)
to the RA to verify the completion of the revocation
process. The process is shown in Figure 4.

[ea ]

OU-FEEQ=M||Tg | TPCvyr|| caleulated Bad-Hash

Will compare the Bad-Hash in

ODU-REQ to hashes in PHL

If OU-REQ Ead-Hash € PHL

Then Bad hach in OU-REQ iz added to
ViTPC

OU-CONF= [“Bad Hash added” ||TPCyri|Bad-Hash] ]

Figure 4. Order of update message (developed by
the authors)

Bad-Hashes are added only to revoked vehicle
certificates, reducing computational overheads in V2V
communication, as they aren't applied to all participant
pseudonym certificates.

The Pseudonym Hash List (PHL) optimizes the
process by storing MD5-hashed serial numbers of
pseudonym certificates. Upon receiving the OU
message, vehicles compare the bad-hash with the entries
in their PHL. If no match is found, the message is
discarded; if a match occurs, the vehicle pseudonym is
updated with the Bad- Hash, marking it as revoked. As
in previous methods, such as O-tokens and R-tokens
[41], [42] part of literature which required embedding
additional values into each pseudonym certificate.
Unlike these methods, in the ERMV technique not
embedding additional values into every certificate for all
participant and bad-hash is added only to revoked
vehicles certificate, simplifying the process and
reducing both storage and computational complexities.

PHL is used to ensure the revocation. During
revocation process even if a vehicle alters or deletes its
current pseudonym certificate on which the report is
submitted to RA for revocation, it cannot bypass the
system because the PHL already contains hashes of its
current and previous pseudonyms. As well as V; RC has
been added in the BRCL, it cannot update its certificate
even if it does not get the OU message right away. A
blocked RC causes a swift rejection of requests for
certificate renewal because the TPP demands a valid RC
for them, making it not possible for V;j to regain access
to the network using a different identity.

After Vj pseudonym is revoked, the TPP informs the
CA, it prevents V; from obtaining fresh Registration
Certificates (RCs) by blocking its registration code. This
action permanently bars V;j from obtaining TPCs and
hence cannot be part of VANETS. Furthermore, the TPP
informs the LEA of V;j revocation and adverse conduct.

This process ensures the swift and secure revocation
of malicious vehicles, maintaining the integrity of the
VANETs through strong cryptographic measures,
efficient pseudonym management, and collaboration
with the relevant authorities to prevent any future
threats.

ERMYV protocol process is show in algorithm 1.

Algorithm 1 ERMV

1. Vi— RA:
Report Malicious Activity(Vj)
2. RA — TPP:

Inform Malicious Activity (Vj)
o TPP — BRCL:
Add RC to BRCL(V; RC)
o TPP:
Prevent TPC Update (Vj)
3. RA—-Vj:
Revoke Vehicle(Calculate Bad-
Hashes)_ N
o RA — Broadcast: Broadcast
Bad-Hashes (Vj) N
o Vj_TC:Update TPC with

Bad-Hashes (Vj TPC)
4. TPP — CA:
Inform CA of Revocation (Vj)
5. CA: Do Not Update RC(V])

6. TPP - LEA:
Inform LEA of Malicious Activit
y (V3)

Verifying the authenticity of vehicles during V2V
communications is essential for maintaining the security
in VANETSs. The OBU algorithm, shown in Figure 3, is
designed to verify the authenticity of a vehicle TPC.
When Vehicle V; sends a message to Vehicle V;, it
includes its TPC, which V; must validate. The OBU
algorithm is shown in algorithm 2 of two checks, which
is listed below.

The receiving vehicle Vi verifies the certificate
validity by comparing the current time Nows with the
certificate issuance time TPCy, and validity period as
VPr.

If Nowr—TPC>VPr, the pseudonym is expired, and
the message gets eliminated.

If Nowr—TPC:<VP1, since the certificate is
legitimate the procedure advances to another phase.

Similarly, algorithm verifies whether pseudonym has
a Bad-Hash to check authenticity of the vehicle.

If the Bad-Hash present, the message is denied and
the vehicle is recognized as revoked vehicle.
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If no Bad-Hash present, the communication is
accepting as the pseudonym certificate is valid.

The purpose of the OBU algorithm is to check
certificate validity and bad-hash in certificate during
V2V communication.

Algorithm 2 (OBU algorithm) Pseudo code

1. Vj — Vi M||Vijc

2. Vi Check TPC+

o if Nowr—TPCr>Validity-Periodr, the
communication is rejected since the certificate is out of
date

o . If TPCr>(Nowr—Validity-Periodr). Go to the
next stage as the certificate is not out of date

3. Vi Check for Bad-Hashes

e If Vjmc IIBad-Hashes. Not to accept the
communication.

o If  Vjrec|no
communication.

4. Vi Approve message M from V;.

bad-hashes.  Accept the

4. Results and Discussion

The proposed ERMV technique is implemented in
python [23]. The system used for the implementation is
Intel Core i5 CPU with 8GB RAM. Pseudonym
certificate template [43], and the CRL files CRL-20000,
CRL-30000, and CRL-50000 containing 20,000,
30,000, and 50,000 CRLs records, respectively are
among the datasets utilized for the evaluation. The
evaluation performance is conducted under three traffic
scenarios that are sparse (25 nearby vehicles), medium
(50 nearby vehicles), and dense (100 nearby vehicles).
According to the DSRC standard, vehicles are required
to send messages every 300 milliseconds [44]. Under
these scenarios, a vehicle will receive 25, 50 and 100
messages from surrounding vehicles within 300
milliseconds. The goal is to determine the message
verification times during V2V communication to
safeguard legitimate vehicles from malicious vehicles
by checking vehicle certificate status through OBU
algorithm.

The script is executed 30 times for each CRL file and
100 times for the ERMV technique. The average
execution time is computed to accurately analyze the
proposed technique results. The results are shown on the
basis of average execution time.

4.1 Computational Complexity of Revocation
Status Checking

To examine the computational complexity of the
process used to verify and check the status of certificate
to ensure it is revoked or not. This complexity is
measured by the number of comparison operations
needed to check whether a certificate has been revoked.
The computational complexity of revocation status
checking varies between methods. The traditional

method involves verifying a certificate by comparing it
with every entry in the CRL. If there are E CRL entries
and C certificates, this method has a complexity of
O(E)(C) due to E comparisons required for each
certificate. In contrast, the ERMV simplifies the process
by requiring only one comparison per certificate,
irrespective of the number of CRL entries.
Consequently, the complexity of this method is O(C),
representing a significant reduction in computational
effort compared to the traditional approach.

Comparison of Execution Times Per Message Authentication Of The ERMV With Different CRL Values

-+ MV

=& (RL20000
CRL-30000 | 24048 ms

=k~ CRL-50000 |

s na
o =

Execution Time (ms)
—
=

0 0 i

ERMY CRL-20000 CAL-30000 CRL-50000
Figure 5. Execution Time per message of the
Proposed Technique and CRLs (developed by the
authors)
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Figure 6. Number of messages verified with 300
milliseconds of the Proposed Technique and CRLs
(developed by the authors)

Figure 5 shows the message verification time in the
proposed technique compare to CRL, Figure 6 shows
verified messages within 300 milliseconds and Figure 7
shows proposed technique performance improvement.
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Figure 7. Percentage Improvement of the Proposed
technique compared to CRLs (developed by the
authors)

4.2 Execution Time Analysis

We compare the execution time required to verify
that a vehicle certificate is valid or not using two
different search methods, one involving multiple CRLs
files and the other using ERMV technique. The
traditional method, which involves comparing a vehicle
certificate against entries in multiple CRL files, shows a
clear increase in execution time with larger CRL files.
The average time varies, reflecting the growing
computational burden as CRL size increases. In contrast,
the ERMV achieves a consistently low execution time,
regardless the traffic conditions. The significant
reduction in verification time shows the efficiency of the
proposed technique. The results are shown in Figures 8,
9, 10 and 11, respectively, which indicates ERMV is
better in messages verification than CRLs.

Verified Messages for Sparse Scenario (25 Neighber Vehicles)

220 Verfed Messages

A6 ms

19376ms

(CRL50000 CRL-30000 ORL-20000 v

Figure 8. Number of verified messages within 300
milliseconds of the proposed technique compared to
CRLs in Sparse scenarios (developed by the
authors)
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Figure 9. Number of verified messages within 300
milliseconds for proposed technique compared to
CRLs in Medium scenarios (developed by the
authors)
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Figure 10: Number of verified messages within 300
milliseconds for proposed technique compared to
CRLs in Dense scenarios (developed by the authors)
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Figure 11: Message verification percentage
Improvement of the proposed technique compared
to CRLs in Sparse, Medium and Dense scenarios

(developed by the authors)
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4.3 Message Loss Ratio

The message loss ratio assesses the proportion of
messages discarded due to delays in the authentication
process, relative to the total number of messages
received within different interval in different scenarios.
Traditional CRL methods demonstrate increasing
message loss ratios as vehicle density and CRL size
grow, indicating their limitations in handling higher
traffic volumes and extended verification time. In
contrast, the proposed technique consistently achieves a
zero-message loss ratio across all scenarios, indicating
its better performance varying traffic conditions. This
makes the proposed technique ERMV highly effective
for real-time V2V communication, ensuring reliable
message authentication regardless of traffic density. The
result is shown in Figures 12, 13, 14 and 15,
respectively.

1824ms Dropped Messages for Sparse Scenario (25 Neighbor Vehicles)

192.30ms

2604ms

Dms

- T
CRL-50000 CRL-30000 CRL20000 BRMY

Figure 12: Number of dropped messages within 300
milliseconds of the proposed technique compared to
CRLs in sparse scenarios (developed by the
authors)
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Figure 13: Number of dropped messages within 300
milliseconds of the proposed technique compared to
CRLs in Medium scenarios (developed by author)
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0.00ms
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Figure 14. Number of dropped messages within 300
milliseconds of the proposed technique compared to
CRLs in Dense scenarios (developed by the authors)
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Figure 15: Dropped message percentage
Improvement of the proposed technique compared
to CRLs in Sparse, Medium and Dense scenarios
(developed by the authors)

4.4 End-to-End Delay

In traditional CRL methods, delay rises as the CRL
size increase. Due to the increasing time required to
verify certificates against larger CRLs and the additional
processing burden from more neighboring vehicles in
dense scenarios. Specifically, delays grow when CRL
entries increases, reflecting the linear relationship
between CRL size and processing time. In contrast, the
ERMV achieves consistent end-to-end delays, by
minimizing the time required for certificate validation,
the proposed method ensures that communication
remains timely and effective, regardless traffic density.
This significant reduction in delay demonstrates the
ERMV’s performance in maintaining reliable and
prompt communication in various traffic conditions.

45, Attack Model

In order to realize determined restricted anonymity
and concealment, the subsequent diverse kinds of risk
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scenarios have been considered in the proposed
technique.

1. Anonymity Protection: vehicle identities are
distributed across multiple entities, so if one entity is
compromised, the vehicle identity remains anonymous
and secure.

2. No Self-Creation of Pseudonym Certificates:
In this system, pseudonym certificates are provided
through a distributed process, not self-generated by the
vehicles. This prevents vehicles from bypassing the
revocation process or re-entering the network after being
flagged.

3. Resistance to DoS Attacks: Once a vehicle is
revoked, it can be recognizing by other vehicles even if
its network connection is temporarily disrupted,
enhancing resilience against traditional Dos and DDoS
attacks.

4. Blocked Pseudonym  Updates  After
Revocation: Once the RA initiates the revocation
process, it instructs the TPP to block the vehicle’s RC,
preventing any further pseudonym updates.

5. Guaranteed Revocation through PHL: Even
if a vehicle alters or deletes its pseudonym certificate,
revocation is still enforced. The PHL stores the hashes
of all previous pseudonyms, ensuring the vehicle is still
identified and revoked.

5. Conclusion

In VANETS timely revocation of malicious vehicles
are vital to prevent further damages and minimize
network disruption. Information about revoked vehicles
should be efficiently distributed to legitimate vehicles,
in order to decrease the attacking time. This study
proposes a novel revocation mechanism for malicious
vehicles in VANETs by adding a Bad-Hash into the
pseudonym certificates of only the revoked vehicles.
The results showed that the proposed technique
significantly reduced the time required for vehicle
certificate verification compared to traditional CRL
based schemes. The ERMV ensures the timely
identification of revoked vehicles without the need for
CRLs or contacting other entities in the network.
Therefore, improving scalability and reducing
computational and communication overheads during
V2V communication. Similarly, the proposed technique
allows for the real time revocation of compromised
vehicles without increasing the size of the revoked
certificates. As a result, the scheme improves the
efficiency of message verification during V2V
communication and reduced the attacking time.

5.1. Limitations of the ERMV

In the proposed technique of ERMV, if the attacking
vehicle drop OU messages, the revocation will be
delayed unless the OU messages are received by the TC
of the malicious vehicle.

5.2. Future Research

In future, the proposed technique will be improved to
consider Vehicle to Everything (V2X) in fog and cloud
environments alongside with more diverse attacks.
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