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Abstract: This paper aims to build a process model that converts employees' non-compliance into 

compliance. The authors evaluated articles that studied the association between information security behavior and 

information security policy compliance (ISPC). The authors used grounded theory in this comprehensive literature 

review. The idea helps researchers study issues in depth and breadth, using the five main approach steps (to define, 

search, select, analyze, and display). The ISPC analysis placed a greater emphasis on compliance than on non-

compliance. Value conflicts, stress due to security issues, and neutralization cause the lack of compliance. This 

review identified 22 studies that met its criterion for inclusion. Compliance increased for both internal and external 

causes, as well as for protection. Social circle, management, and company culture motivate employees to be 

security-aware. Deterrence strategies, managerial practices, culture, and awareness of information security help staff 

adhere to the rules. Information security is jeopardized when employees do not value ISPC. ISPC studies usually 

distinguish compliance and non-compliance. The literature lacks a complete grasp of the elements that change 

employees' Non-compliance to compliance. We conducted a systematic literature review on information security 

behavior toward ISPC in various settings: research frameworks, research designs, and research methodologies 

throughout the last decade. This systematic review has implications for information security behavior. This research 

details a behavior-change technique. The conversion helps security professionals comprehend employee non-

compliance and helps them comply. According to research, most security professionals develop information security 

policies generically, which leads to non-compliance. Most researchers agree that information security policies 

should be organization-specific. This study explored significant compliance/non-compliance characteristics to help 

design information security policies.  

Keywords: information security policy, information security policy compliance, non-compliance, 

information security behavior, systematic literature review. 

 

識別不合規因素、遵守信息安全政策和改變合規行為：文獻回顧 

 

摘要：本文旨在構建一個將員工的不合規轉化為合規的流程模型。作者評估了研究信息

安全行為與信息安全策略合規性之間關聯的文章。作者在這篇綜合文獻綜述中使用了紮根理

論。這個想法幫助研究人員使用五個主要方法步驟（定義、搜索、選擇、分析和顯示）深入

和廣度地研究問題。信息安全政策合規性分析更加強調合規性而非不合規性。價值衝突、安
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全問題引起的壓力和中和導致缺乏合規性。該評價確定了22項符合其納入標準的研究。由於

內部和外部原因以及保護，合規性有所提高。社交圈、管理和公司文化激勵員工具有安全意

識。威懾策略、管理實踐、文化和信息安全意識有助於員工遵守規則。當員工不重視信息安

全政策合規性時，信息安全就會受到威脅。信息安全政策合規性研究通常會區分依從性和不

依從性。文獻缺乏對將員工的不合規轉變為合規的要素的完整把握。我們對過去十年中各種

環境下針對信息安全政策合規性的信息安全行為進行了系統的文獻回顧：研究框架、研究設

計和研究方法。該系統審查對信息安全行為有影響。這項研究詳細介紹了一種行為改變技術

。這種轉換有助於安全專業人員理解員工的違規行為並幫助他們遵守規定。根據研究，大多

數安全專業人員普遍制定信息安全策略，這導致不合規。大多數研究人員都同意信息安全策

略應該是特定於組織的。本研究探索了重要的合規/不合規特徵，以幫助設計信息安全策略。 

关键词：信息安全政策，信息安全政策合規性，不合規性，信息安全行為，系統文獻綜

述。 

 
 

1. Introduction 
ISP offers a strategy for protecting information 

assets and technical knowledge to satisfy the 

organization's objectives [2]. The ISP secures the 

organization's information assets and technology by 

providing a procedure to achieve its goals. Managerial 

help during ISP installation is crucial. 

 Companies rely on technology to acquire, store and 

share data in a hyperconnected world. Such 

information is in danger of being accessed, disrupted, 

modified, corrupted, or destroyed by unauthorized 

parties. Information security secures important data 

from intruders. 

Data breaches may threaten a company's revenue 

and reputation [3, 4]. 70% of incidents are caused by 

human irresponsibility, says study (intentional or 

unintentional). 43% of data breaches occur from 

employee behavior, according to research [5, 6]. Over 

95% of information security incidents occur from 

employee negligence, according to the 2014 IBM 

cybersecurity intelligence index [7]. 58% of British 

company attacks are insider risks, says the study. 33% 

of these attacks arise from a company's inability to 

follow ISPs and legislation [8]. Most firms follow 

NIST's standards (NIST). NIST emphasizes ISP 

compliance as a key component of information security 

[9]. 

However, many firms are worried about 

implementing employee ISP regulations since they 

impact the enterprise's general well-being, as 

employees comprehend security requirements [10]. The 

human factor is the weakest link in information 

security, causing breaches. 

Many end users are unaware of information 

management's importance and their firms' 

accompanying regulations and policies. Moreover, half 

of the employees admit to breaching their company's 

ISP [11]. When companies battle internal hazards and 

ways of inner breaches, organizational employees and 

researchers should study workers who deliberately 

breach (ISPs) [12, 13]. More than 75% of organizations 

surveyed estimate center security repair will cost less 

than $500,000, according to the "Insider Threat Study." 

25% say it will cost more than $500,000, maybe 

millions [14]. 

 

2. Literature Review  
Information Security Policy (ISP) describes using a 

company’s IT resources. Workers must follow the 

rules, procedures, and technological controls [13]. 

They may protect an organization’s data [15]. Non-

compliance with these standards is widespread. 

According to a study by Intel, 43% of data breaches are 

due to violations of IT policy by employees [16]. 

ENISA reports that 27% of data breaches are due to 

human error [17]. This is up from 58% last year [18]. 

Numerous  studies have evaluated information 

security compliance/non-compliance [19, 20]. 

Behavioral theories affect information security [21, 

22]. Another category of study develops composite 

information security compliance frameworks [23]. 

Many research created taxonomies for information 

security behavior [24, 25]. Compliance and non-

compliance affect an organization’s information 

security directly or indirectly. The compliance 

enhancement study focuses on approaches and 

practices that may assist employees in acquiring a more 

positive attitude toward corporate security 

requirements [13, 26]. Research on Non-compliance 

provides measures for decreasing harmful behavior 

[22, 27, 28]. We incorporated studies on enhancing 

compliance and preventing Non-compliance in 
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information security policy assessments, ISS texts, and 

debates. 

 

2.1. Compliance and ISB with ISP 

Information security behavior has psychological 

aspects. Most research conducted to investigate 

information security behavior relied on psychological 

theories. These theories included the "protective motive 

theory" [29], the "planned behavior theory" [30], and 

the "reasoned action theory" [31]. Information security 

behavioral research focuses on policy compliance and 

Non-compliance in organizations. Many scientists 

helped the ISPC [13, 32]. Researchers who recognized 

compliance as a behavioral problem said that numerous 

variables might help ISPs comply with information 

security rules [32]. 

Global cultural behavior affects ISB and ISP 

compliance [33]. Researchers have long argued that 

intrinsic (self-esteem and achievements) and extrinsic 

(incentives and recognition) reasons improve employee 

compliance [34]. 

Several studies on the influence of information 

security protection motivations show that a person's 

compliance with organization norms relies on their 

perceived protection reasons [35]. The assumption that 

IS knowledge is the most critical component stems 

from research suggesting that companies with a robust 

IS culture are less likely to have data breaches. 

Information security training adds to a strong 

workplace culture [36].  

Management must increase staff information 

security expertise. When an organization's leadership 

develops successful techniques for enhancing ISPC, 

staff knowledge increases [37]. 

 

2.2. Non-Compliance and ISB with ISP 

Much literature exists on the causes and solutions 

for Non-compliance. Non-compliance with security 

requirements has numerous reasons and explanations. 

Information security may be stressful for employees, 

according to research. Security-related conflicts lead to 

Non-compliance since workers do not feel accountable 

for security [32]. High-security requirements stress 

staff, breaking ISP [38]. According to research, most 

employees disobey corporate regulations due to 

unequal treatment at the top.  

Organizational injustice diminishes employee 

motivation and stress, leading to non-compliance [38]. 

Research shows that workers have several excuses for 

inappropriate behavior. "Neutralization," said Gresham 

Sykes [39]. They used seven deterrents to prevent 

criminal behavior.  

Most research suggested criminological theories as 

cures for non-compliant behavior [40]. Some research 

suggested insider penalties or deterrents [41]. Some 

experts say that punishment and deterrence are not 

always practicable to minimize non-compliance [42]. 

According to a longitudinal study, better employee 

socialization and protective acts may minimize non-

compliance [13].  

Several scholars have presented solutions for 

employee non-compliance. None of the studies offered 

a universal framework for characterizing non-

compliance explanations and treatments. If researchers 

evaluate the literature on Non-compliance with 

compliance behavior, they will have a realistic 

schedule. 

 

3. Methodology 
This literature review used SLR. An SLR examines 

the existing literature to discover, appraise, and 

synthesize research, academic, and practitioner 

outcomes. Fig. 1 shows the five processes of a 

literature review (define, search, pick, analyze, and 

present). 

Fig. 1 Methodology for conducting a literature review 

 

A review method and a list of possible follow-ups 

research questions have been drafted to get started [1].  

1. What theories, research methods, and annual 

publications are used in my study on non-compliance 

and compliance issues? 

2. What behavioral factors have been identified as 

significant predictors of Non-compliance with 

information security policies in research?  

3.  What behavioral characteristics have research 

revealed to influence information security policy 

compliance? 

Initial searches were limited to computer science, 

social sciences, information systems, and security 

journals. The search procedure includes picking a 

database, specifying words, identifying strings, and 

executing the algorithm. Table 1 summarizes the study 

aims that led to Query and keyword creation. 

 
Table 1 Keywords and queries 

Keywords Search  

ISB  “Information security behavior and 

“Information security policy” OR “security 

policies” OR 

”policy compliance” 

ISPC “Organizational ICT” OR “IT” and 

“Information security behavioral compliance” 

ISP non-

compliance 

“Information security behavior” and 

“Information security policy non-compliance” 

OR “violations”  

ISP 

violations 

“Volitional security behavior or “Information 

security policy violation” OR “deviance” OR 

 

The database was chosen for its data volume and 

study area. Digital databases consulted: Using key 

phrases and keyword combinations improve search 

results. 

The following included articles were studied. 

1. Papers in English; 
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2. Articles focused on information security and 

policy compliance; 

3. Peer-reviewed publication published in 2016–

2021. 

  Articles were rejected if any of the following were 

true: 

1. The articles focused on security behavior, not 

policy compliance; 

2. Non-security-policy-related commentary; 

3. Non-compliance;  

4. Residential users; 

5. Management/awareness/culture articles without 

behavioral concerns; 

6. Articles on cyber security, not information 

security. 

7. Articles that exclude supporting evidence or 

research methods-based evidence. 

Following is the selection of 350 articles; the 

criteria for including and excluding subjects from the 

study are presented. Thirty-three articles were removed 

because they were duplicated, 100 articles were 

eliminated after the title and abstract screen, and 195 

articles were removed after the text screen. 

Twenty-two papers were reviewed and considered 

for inclusion (qualitative, quantitative, and literature 

review). 

 

4. Results and Discussion 
According to this SLR's RQ1, theories that are used 

in non-compliance and compliance issues, the annual 

number of publications used in the research, and 

research techniques 

The most commonly used theories of non-

compliance are included in Table 2.  

 
Table 2 Most commonly used theories of non-compliance 

No. Theory name  

1 Theory of Neutralization (TN)  

2 General Deterrence Theory (GDT) 

3 Protection Motivation Theory (PMT) 

4  Theory of planned behavior (TPB) 

5 Rational Choice Theory (RCT) 

     

The most commonly used theories of compliance 

are included in Table 3. 

 
Table 3 Most commonly used theories of compliance 

No. Theory name  

1 Theory of Planned Behavior (TPB) 

2 Protection Motivation Theory (PMT) 

3 Social Cognitive Theory (SCT) 

4  Social Bond Theory (SBT) 

5  Social Control Theory (SCT) 

6  Rational Choice Theory (RCT) 

7  Health Belief Model (HBM) 

8  Social Exchange Theory (SET) 

 

The number of articles that are published annually is 

shown in Fig. 2. 

 
Fig. 2 Articles that are published annually 

 

4.1. Non-Compliance Behavior Is Being Investigated 

This SLR's RQ2 reveals the behavioral drivers of 

information security policy non-compliance. Non-

compliance with information security standards can be 

because of neutralization, security-related stress, value 

conflicts, and deterrence techniques. 

 

4.1.1. Neutralization, Security-Related Stress (SRS), 

and Non-Compliance 

Research suggests that Security Education, 

Training, and Awareness (SETA) programs and ISP 

rules should be easy for personnel to comprehend. 

Factors of ISP non-compliance were explored [43]. 

Job impediment, system anxiety, and peer non-

compliance impact non-compliance with an ISP. 

Neutralization and deterrence moderate workers' 

computer-abusive behavior; [44] analyzed 968 workers 

for distributive and procedural organizational 

unfairness (i.e., inequity in compensation and 

processes). Organizational and individual efforts (such 

as training and security visibility) are the model's two 

main components (i.e., peer non-compliance, work 

impediment, and security system anxiety). 

  Workers are more likely to participate in abusive 

behavior if they believe a method is unfair than if they 

believe that incentives and compensations are unfair. 

Moreover, workers justify their abusive behavior using 

neutralization tactics (i.e., denial of the victim, 

metaphor of the ledger). 

Workers' expectations of punishment affect ISP 

abuse. A framework for ISPC was constructed using 11 

topics from the literature [45]. A multilevel research 

technique was used to construct and evaluate a model 

for three ISP violation scenarios. Although deterrents, 

incentives, and social characteristics were not 

significant predictors of ISP violations, neutralization 

was. 

Reference [38] presents an additional examination 

of daily SRS implications on ISP compliance. The 

research says SRS may cause worker unhappiness and 

fatigue. Employees neutralize tension and fatigue 

(justification of negative behaviour). Researchers 

employed ESM (within-individual measures) to 

examine daily behavior. 

Anecdotal data reveal that SRS favorably affects 
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workers' emotional feelings (such as discontent and 

weariness) and behavioral desire to comply with the 

ISP. [46] studied IT professionals' technostress. All 

technostress-causing elements (overburdening and 

sophisticated systems) were significant workplace 

predictors. According to their research, technostress 

has been linked to anxiety and ISP violation. The 

theory used, factors, research methodology, sample 

sizes, and conclusions from various studies analyzing 

neutralization and non-compliance experiments are in 

the table in Appendix A1. 
 

4.1.2. Value Conflicts and Non-Compliance  

Employees often disobey ISP regulations due to 

value conflicts with ISP. [28] claimed non-compliant 

conduct is (i. e., task completion is above ISP 

compliance). This study found that Non-compliance 

with ISP is motivated by self-justification and sunk 

cost (i.e., a refusal to accept loss). Researchers 

analyzed Brunei's seven focus groups, highlighting the 

value of knowledge in their study [32]. After 

conducting 55 in-depth, semi-structured interviews 

with IT executives and experts, a value-driven 

information security compliance theory was developed. 

Research implies that the value of information (i. e., 

how important it is) influences users' compliance with 

their ISP 

The research investigated an ISP's PMT and IT 

vision conflict [35]; it studied IT vision conflict 

mediation's impact on PMT components and ISP non-

compliance attitudes. IT vision conflicts occur when IT 

is separate from the rest of the enterprise, causing a 

perception gap. Because only the perceived severity of 

the IT vision conflict is altered, the PMT components 

majorly affect ISP non-compliance. 

According to [47], employees spend less time on 

information security. Procrastination and mental 

detachment are ways employees evade security tasks 

(i.e., denial of the necessity of security chores). In 

workers' eyes, security issues are external (called 

"perceived externalities"), and their commercial 

operations are more important than their security 

obligations (triage). Factors, research methodology, 

sample sizes, and conclusions from value conflicts and 

non-compliance are in the table in Appendix A2.  

 

4.1.3. Deterrence and Non-Compliance 

A previous study suggests that strong social links, 

peer pressure, and proper controls (i. e., the impression 

of severity and certainty of penalty) affect employee 

ISP violation behavior. Safety was evaluated by [48]. 

Using this paradigm, they defined safe workplace 

information security. 

An employee's information security behaviour can 

be enhanced if he/she understands the negative 

repercussions, the seriousness of the threat, and the fear 

of being found. Another aspect that affects an 

employee's safe information security behavior is job 

satisfaction with coworkers. Personality characteristics 

in behavioral security were postulated by [49]. For the 

first time, general deterrence was employed to test 

stability and adaptability. Emotional sturdiness, 

agreeableness, and conscientiousness define stability 

and plasticity. 

According to the research findings, employees with 

dominant stability qualities had a lower risk of 

violating the ISP, whereas employees with high levels 

of plasticity traits had a higher risk. [27] studied the 

influence of penalties on information security behavior 

attitudes. They argue that section threats can boost staff 

attitudes. Threatening penalties can also alter an 

employee's attitude toward ISP compliance, which is 

impacted by the employee's past punishment 

experience. 

[04] found ISP behavioral resistance. According to 

the authors, punishments and moral standards minimize 

ISP compliance resistance. One hundred thirty-nine 

employees from 10 organizations examined the norms-

based research model and deterrent (penalty severity 

and detection certainty). 

Deterrence affects norms, which influence ISP 

resistance, says the research. Meta-analysis of 

deterrence theory [22]. 

The meta-major study investigated policy 

compliance deterrence, cultural impacts, and behavior 

assessment methods. Thirty-five studies from 2003-

2018 examined deterrence theory and ISP compliance. 

Except for severe punishments, deterrence theory 

constructs influence compliance. Research 

methodology, sample sizes, and conclusions from 

Deterrence and Non-compliance   are in the table in 

Appendix A3.  
 

4.1.4. Reactance, Justice, and Non-Compliance  

A negative (i.e., unequal) justice policy occurs when 

a dispute resolution is unjust, or justice policies are 

non-distributive, such as when workers feel unfairly 

rewarded relative to peers of equivalent rank or when 

incentives are incommensurate with job outputs [51]. 

According to [52], examining employee IS misuse 

is key to strengthening corporate information security. 

According to the study, the perception of strict scrutiny 

drove employees to abuse IS. This table summarizes 

studies on these themes. The theory, factors, research 

technique, sample sizes, and conclusions from several 

studies studying reactance, justice, and Non-

compliance are in the table in Appendix A4. 
 

4.2. Analysis of Compliance Behavior 

Here we address the RQ3 of this SLR (What 

behavioral variables have affected information security 

policy compliance?). This section evaluated studies on 

factors related to compliance with information security 

policies. 

In this part, we looked at the research findings on 

reasons for protection, security awareness, protection 
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motivations, security culture, awareness behavior 

compliance, social behavior, and actual behavior with 

information security requirements. 

 

4.2.1. Protection Motivation Behavior and Compliance 

A person's motivation affects how they adjust and 

maintain information security. Reference found a 

disconnect between early security adaptation and 

protective conduct [35]. The PMT-based model 

suggested and tested with 253 end-users in this study 

indicated that self-efficacy, perceived threat intensity, 

and perceived threat susceptibility affect employees' 

continuance of protective activities, but changes in 

security policy or procedures made continuation 

difficult. Hope, optimism, self-efficacy, and resilience 

were examined in [53] that shows how psychological 

capital affects employees' risk aversion. Although users 

perform many security-related behaviors in response to 

threats, most studies focus on a particular danger or 

activity. 

A study examined IT workers' attitudes and 

practices toward data protection [54]. This report 

contends that most previous InfoSec studies entirely 

ignored IT employees of their target audience of 

business executives. Prospect theory, deterrence theory, 

and rational action inform the proposed study 

framework. Only three of ten hypotheses were 

supported; therefore, the results were exciting and 

unexpected. Self-efficacy and perceived impact 

influence IT professionals' security behavior intentions. 

Moral intensity is a multifaceted phenomenon, and 

researchers in [35] studied its implications on insiders' 

protection behavior alongside organizational criticality. 

This was a quantitative study with 216 college staff 

members and hypothetical settings. Researchers created 

four scenarios, two with high-criticality protection 

measures and two with low-criticality. 

The findings showed that moral intensity 

parameters influence moral beliefs and change with 

organizational criticality. Reference describes a multi-

theory approach to evaluating ISPC attitudes and 

behavior in higher education [16]. 

Compliance was evaluated using PMT, GDT, TPB, 

and OT. 206 higher education workers answered 

correctly. This study indicated that PMT best predicts 

ISPC in higher education (perceived vulnerability, 

response efficacy, and response cost). Social 

punishments, top-down management, and peer pressure 

are unimportant. The table summarizes research 

methods, sample size, and conclusions on protection 

motive and compliance are in the table in Appendix 

B1. 

 

4.2.2. Security Culture, Awareness Behavior, and 

Compliance 

Reference [55] focuses on ISP early compliance. 

They suggested that early ISP conformity is better than 

late or non-conformance. Five hundred thirty-five 

employees' intentions and attitudes were examined for 

early ISP compliance using a TPB-based study 

paradigm. The results demonstrated that awareness 

positively affects attitude, and attitude impacts early 

conformity intentions, which later become early ISP 

conformity. 

The reference [20]  conducted a thorough literature 

analysis and identified ISP compliance competencies 

(knowledge and skills). These researchers suggested 

that personnel must be competent to comply with ISP. 

The researchers looked at 32 articles and eight 

international competence frameworks in this review. 

Three dimensions (attitude, knowledge, skills) and 11 

ISP competency elements were discovered. In this 

study, an ISP compliance competency model was 

provided and compared with professional competency 

frameworks. This study found a mismatch between the 

literature and professional frameworks. The data 

showed that most behavioral theories imply ISP 

compliance requires specific competencies, but 

professional frameworks cannot present them. The 

table summarizes the research methods, sample size, 

and conclusions on security culture, awareness 

behavior, and compliance in table in Appendix B2. 
 

4.2.3. Social Behavior and Compliance 

Information security is multidimensional, but 

businesses tend to focus on technological solutions 

(i.e., technical and behavioral) [56], such as 

establishing a phony online repository and generating 

an engine for cyber deception. 

The reference [57] provided a paradigm for 

improving organizational behavioral information 

security based on probabilistic logic graphs. ISP 

security is a behavioral problem with few technical 

answers. ISP compliance requires administrative 

controls (security awareness through social methods, 

top management support for social behavior). 

 

4.2.4. Actual Behavior and Compliance 

TPB, General deterrence theory (GDT) (i.e., 

severity and certainty), and situational crime 

prevention theory (SCPT)-based frameworks were 

provided in [58] to reduce insiders' information 

security misbehavior. 

A total of 444 employees from various 

organizations participated in the research for this 

framework. All GDT and Situational crime prevention 

theory (SCPT) constructs influence employees' 

negative attitudes about misbehavior, except for 

lowering provocations and removing excuses; 

furthermore, all TPB concepts influence employees' 

real ISB.  

 

5. Conclusion 
The main findings of this study provide a blueprint 

for a thorough behavior modification strategy. The 

change behavior method assists security practitioners in 
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identifying employee non-compliance and assisting 

them in becoming compliant with security regulations. 

According to a previous study, most security 

professionals create ISP generic, which leads to non-

compliance [35]. Simultaneously, most studies agree 

that information security policy should be tailored to 

the organization's requirements [59, 60]. This research 

covered all important compliance/non-compliance 

variables to assist practitioners in creating customized 

information security policies.  

The literature research found that workers 

compromise information security principles while 

adhering to job deadlines and IT vision. Our study 

found that experts must address all sorts of disputes 

while creating information security policies. 

Employees also fail to comply because of security-

related stress. Complicated information security 

standards lead to anxious employees [38].  

This literature study found that practitioners must 

consider complexity while developing or implementing 

security policies. Security professionals must consider 

both internal and extrinsic factors. To encourage ISPC, 

practitioners should urge management to reward the 

most compliant staff. This review also demonstrated 

that intrinsic/extrinsic and protective incentives boost 

social behavior. According to multiple studies, such as 

[40] and [61], better employee social bonding improve 

ISPC. Security officials must use this valuable data to 

improve compliance. For example, organizations 

should seek out influential individuals who influence 

employee attitudes toward ISPC.  

This research examined the ISB literature 

concerning ISPC. None of the studies focused on 

behavior change to the authors' knowledge. This 

research is the first to focus on employee behavior 

change. The following part offers suggestions for 

researchers and management; Fig. 3 shows the change 

from non-compliance to compliance. 

 
Fig. 3 Behavior changes from non-compliance to ISP compliance  

 

The ISPC literature never discusses the 

transformation. The researchers reviewed the 2016–

2021 literature in two dimensions: (1) Compliance 

studies, (2) Non-compliance studies. 

Literature was organized according to the different 

aspects of the study, with Appendices A1-A4 focusing 

on non-compliance types (such as SRS, neutralization, 

value conflicts, deterrence and reactance, and justice), 

and Appendices B1 and B2 focusing on compliance 

types (such as protection motivation behavior and 

security culture, awareness). 

Based on an analysis of the relevant literature, Fig. 

3 shows ISB and ISPC activities. 

The model contains two lanes: non-compliance and 

compliance. The following sections cover the 

combining and transforming actions. 

This comprehensive analysis of the relevant 

literature has resulted in several valuable contributions 

and implications for behavioral information security 

research. 

This review presented a complete approach to 

changing behavior. 

The transformation process assists security 

practitioners in gaining an understanding of the factors 

that contribute to workers' non-compliance and assists 

them in transforming employees' conduct into 

compliant behavior. 

Previous studies have shown that most security 

professionals develop ISP generic, which is why 

employees do not comply with the policy [40]. 

Concurrently, the vast majority of academics have 

proposed that an information security policy must be 

organized by the following requirements and processes 

of the company. 

The results of this study included all of the primary 

compliance and non-compliance factors, which can 

assist practitioners in developing information security 

policies tailored to their organizations' requirements. 

This review's study selection was rigorous. Some 

missing research may improve this literature review's 

conclusions. 

This literature review provides a model for the 

validation procedure. The research team via query-

based analysis will put this process model to the test. 

The outcomes proved that the procedures currently 

used to ensure compliance are inadequate. The 

researchers will use process management tools and 

approaches to fix the problem. 
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This research is the first step toward modeling and 

behavioral information security policy compliance. 

Instead of evaluating compliance and Non-

compliance, future studies should focus on changing 

employee behavior. 

Non-compliance must be identified and remedied. 

Second, there is more research on compliance 

behavior than on non-compliance; non-compliance 

behavior need additional theories and causes. Third, 

design an information security policy. ISP makers do 

not consider their own company's needs and 

environment. Researchers should research the 

organization's needs and then offer ISP improvements. 

Fourth, technology-based solutions, such as 

compliance management systems, are needed. 

Researchers must use the technology to improve ISPC. 

Fifth, actual compliance needs more study than 

intention. This review found few studies on actual 

compliance. 
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Appendices 
 

Appendix A1 Studies on SRS, neutralization, and non-compliance 

No. Authors Theories used  Factors Research Method Sample Size Findings 

1 [43] PMT and the Health Belief 

Model 

Security systems, 

security education, 

security visibility 

The quantitative 

research approach 

was used. 

SEM is used to test 

hypotheses and 

models. 

From 

manufacturing and 

service 

companies, 415 

usable replies 

were gathered. 

Peer non-compliance, 

work constraints, and 

security system 

anxiety cause non-

compliance with ISP. 

2 [44] Theory of neutralization, 

Deterrence 

 

Organizational 

injustice 

(procedural and 

distributive) 

A quantitative 

analysis based on 

scenarios. 

SPSS and PROC 

MIXED were used 

to test the 

hypotheses and 

data. 

968 complete 

responses 

collected 

Procedural and 

organizational 

unfairness causes 

computer abuse 

behavior; punishment 

certainty minimizes 

the effect of injustice 

and the desire to 

misuse ISP. 

3 [45] Neutralization techniques,  Social factors, Design of a mixed- 924 participants Neutralization was 
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Theory of self-regulation,  

Health belief model, 

Theory of reasoned action, 

Protection motivation 

theory, 

Theory of interpersonal 

behavior, 

Deterrence theory, 

Extended protection 

motivation theory  

punishment, 

Rewards/Costs, 

Habit, 

Neutralization,  

Response efficacy, 

Facilitating 

conditions, 

Reactance, 

Intention  

method study from the Finnish 

workplace took 

part. 

found to be an 

excellent predictor of 

ISPC reactance. 

4 [38] Theory of neutralization SRS fatigue, and 

frustration 

The experience 

sampling approach 

was used. 

For results 

analyzes, 

hierarchical linear 

modeling is used. 

It was determined 

that 138 of the 

responses were 

correct. 

Stress-related security 

requirements result in 

exhaustion and 

dissatisfaction, 

eventually leading to 

neutralization. 

Additionally, 

neutralization has a 

damaging behavioral 

impact on ISP 

compliance. 

5 [46]   Design of 

quantitative 

research 

A total of 356 IT 

professionals took 

part in the survey. 

Technostress has a 

favorable (direct and 

indirect) relationship 

with perceived strain 

and the propensity to 

breach ISP. 

 
Appendix A2 Studies on value conflicts and non-compliance 

No. Authors Theories used  Factors Research Method Sample Size Findings 

1 [28] Prospect theory, 

RCT, self-

justification 

theory, approach 

avoidance theory 

Sunk cost, self-

justification, and risk 

perception 

Quantitative research 

methods including pre- 

and post-testing. 

For findings and 

analysis, SEM was 

employed. 

Total of 500 

people from 

various 

companies 

participated. 

Impediments to task 

completion have a substantial 

impact on employees' non-

compliance with ISP. 

2 [32] Grounded theory Value assignment, 

perception of 

information value 

NVivo 11 was used to 

construct the 

qualitative research 

and analyze the 

outcomes. 

We conducted 

55 semi-

structured 

interviews. 

The worth of information 

influences users' compliance 

behavior. 

3 [35] PMT IT vision conflict 

 

The quantitative 

research approach 

employed, as well as 

the PLS used for 

findings and analysis 

We got 275 

correct 

answers. 

IT vision conflict influence 

the perceived severity and 

attitude regarding ISP non-

compliance behavior. 

4 [47] Deterrence theory 

and RCT 

Punishment LaHood, 

Reward likelihood, 

Moral Beliefs, 

Control variables, 

Neutralization 

Scenarios 

Design of quantitative 

research 

A total of 120 

females and 

101 males took 

part in the 

research 

Procedural and 

organizational unfairness 

causeі computer abuse 

behavior; punishment 

certainty minimizes the effect 

of injustice and the desire to 

misuse ISP. 

 
Appendix A3 Studies on deterrence and non-compliance 

No. Authors Theories used  Factors Research Method    Sample Size Findings 

1 [48] Deterrence 

theory  

Satisfaction 

and safe 

behavior 

Pre- and post-test 

quantitative research 

approaches were employed 

for instrument validation, 

whereas PLS was used for 

hypotheses and data 

analysis. 

185 workers were 

tested. 

Deterrence, social connections, 

and societal pressures all play 

important roles in avoiding ISSP 

violations. 

2 [49] PMT and GDT 

 

Human 

personality 

traits 

(stability and 

plasticity) 

The quantitative research 

approach used 

112 correct 

responses 

collected 

To keep ISB secure, it's important 

to consider factors such as 

susceptibility, severity, certainty 

of detection, penalties, and 

satisfaction. 

3 [27] TPB, PMT, 

GDT 

Previous 

punishment 

experience 

The quantitative research 

approach was used. SEM 

based on covariants is used 

239 workers from 

the United States 

Department of 

The rational use of punishments 

results in attitude-dependent ISB. 

The attitude formed because of 
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for research model testing. Defense took part 

in the exercise. 

disciplinary past punishment 

experience influences threats. 

4 [41] TPB, GDT Descriptive 

norms, 

moral norms 

The design of quantitative 

research. PLS is used in 

model testing. 

139 employees 

from ten different 

companies took 

part. 

Deterrence variables shape 

employee norms, which impact 

behavioral resistance to ISP 

compliance. 

5 [22] Deterrence 

theory 

Formal 

sanction, 

Informal 

sanction 

A meta-analysis was 

performed (literature 

review) 

A total of 35 

studies were 

studied. 

1) Deterrence theory influences 

ISP compliance behavior (save for 

punishment speed). 

(2) Distinct cultures have different 

deterrent effects 

 
Appendix A4 Reactance, justice and non-compliance 

No. Authors Theory Used  Factors Research Method    Sample Size Findings 

1 [51] Deterrence 

theory, 

Theory of 

neutralization 

Sanction Severity, 

Sanction Certainty, 

Intention to violate, 

Technique of 

Neutralization 

The quantitative 

research design 

used 

121 graduate and 

undergraduate 

(senior-level) 

accounting 

students from a 

prominent 

institution in the 

southeast US.  

Workers may attempt to 

rationalize their unethical behavior 

by denying responsibility for their 

actions, for example, by claiming 

that their supervisors pressured 

them into performing the 

violations; additionally, awareness 

and perceptions of the certainty 

and severity of organizational 

punishment are likely to attenuate 

such deviant behavior 

2 [52] Neutralization Abusive supervision, 

organization-directed 

IS misuse, metaphor 

of the ledger, Tenure 

with supervisor 

The quantitative 

research design 

used 

203 responses  Demonstrated that when 

individuals felt abusive 

supervision, they were more likely 

to use the ledger metaphor as a 

neutralizing tactic to justify their 

participation in IS abuse.. 

  
Appendix B1 Protection motivation behavior and compliance 

No. Authors Factors  Theory used  Research Method Sample Size Findings 

1 [62] Continues 

intention, 

perceived 

extraneous 

circumstances 

PMT For this study, we 

opted for a longitudinal 

approach. 

Data and models can 

be tested with PLS's 

help. 

We obtained 253 

legitimate replies. 

Employees' perceptions of self-

efficacy, threat intensity, and 

vulnerability highly influence 

their propensity to engage in 

continuing preventive 

behavior. 

2 [53] Hope, 

optimism, 

self-efficacy, 

resilience, 

fear, and 

protection 

motivation 

PMT Methods used in 

quantitative studies 

concept and adoption 

of the Structural 

Equation modeling 

The validation of 

Hypotheses 

We obtained 377 

relevant answers 

from government 

and non-

government 

agencies. 

Having a high level of 

psychological capital is 

beneficial for employees' self-

preservation. 

3 [54] Self-efficacy 

and impact  

PMT, Health 

Belief Model, DT, 

TRA Self-efficacy 

and impact 

Ethical Decision-

Making Model, 

and Value 

Statistical analysis by 

using the structural 

equation model (SEM) 

was employed in this 

quantitative study. 

New Zealand-based 

IT professionals, 70 

strong. 

The likelihood that a person 

will engage in information 

security practices is influenced 

favorably by their perception 

of the impact such practices 

will have and by their belief in 

their own abilities to 

implement such practices. 

4 [35] Moral beliefs Congruence 

Theory 

A quantitative research 

layout is based on 

potential outcomes. 

Evaluation of models 

with partial least 

squares 

  

 
Appendix B2 Security culture, awareness behavior and compliance 

No. Authors Factors  Theory used  Research Method Sample Size Findings 

1 [55] Security 

awareness, 

intention to 

confirm early 

TPB The model was evaluated 

using PLS using the 

quantitative research 

approach, and the results 

were analyzed. 

A university received 535 

suitable replies, all of which 

were useful. 

Attitudes and 

intentions strongly 

influence early ISP 

compliance 

behavior. 
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Continuation of Appendix B2 

2 [63] N/A N/A Systematic literature 

review 

 32 papers and eight 

professional frameworks were 

reviewed to determine if users 

have the necessary competence 

to ensure ISP compliance. 

ISP compliance 

capabilities are 

excluded in 

professional 

frameworks. 

 


