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Abstract: Privacy is one of the important aspects that the Internet user would like to protect. The 

introduction of Tor as a tool for anonymous Internet access has attracted the attention of researchers worldwide. 

Various researchers had proposed an attack technique in order to challenge the anonymity properties provided by 

Tor to the Internet user. Due to a lack of adequate comprehension of the attacked subject utilized in the various Tor 

attack studies, this paper aims to classify and analyze the attacked subject on those studies. Our research goal is to 

review and analyze the attack subject practice and trends in the Tor research field. The knowledge obtained from 

this study will allow for better comprehension of the nature of the attacks executed on Tor and will be useful for 

researchers' guidance, especially in the context of practice and trends in attack subjects on Tor. Therefore, this study 

classified the attacked subject on Tor based upon 80 reviewed studies related to attacking the Tor. This classification 

had yielded several new substantial pieces of knowledge on the subject utilized in the Tor attack. It is revealed that 

most of the researchers had focused on monitoring the network traffic between the user and Entry OR, followed by 

malicious Exit OR and malicious Entry OR. In addition, various studies have been found to utilize more than one 

attack subject in attacking the Tor network. 
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托攻击研究：关于主动和被动主题的调查 

 

摘要：隱私是互聯網用戶希望保護的重要方面之一。托作為匿名互聯網訪問工具的引入

引起了全世界研究人員的關注。許多研究人員提出了一種攻擊技術，以挑戰托 

為互聯網用戶提供的匿名特性。由於對各種 Tor 

攻擊研究中使用的受攻擊對象缺乏足夠的理解，本文旨在對這些研究中的受攻擊對象進行分

類和分析。我們的研究目標是回顧和分析托 

研究領域的攻擊主題實踐和趨勢。從這項研究中獲得的知識將有助於更好地理解在托 

上執行的攻擊的性質，並將有助於研究人員的指導，特別是在托 

上攻擊對象的實踐和趨勢的背景下。因此，本研究根據 80 項與攻擊托 相關的審查研究對托 

上的攻擊對象進行了分類。這種分類產生了一些關於托攻擊中使用的主題的新的實質性知識

。據透露，大多數研究人員都專注於監控用戶與入口洋蔥路由器之間的網絡流量，其次是惡

意出口洋蔥路由器和惡意入口洋蔥路由器。此外，已經發現各種研究在攻擊 Tor 

網絡時使用了不止一個攻擊對象。 

关键词：匿名、攻擊、隱私、安全、托。 

 
 

1. Introduction 

In this modern age of communication, online 

privacy is one of the important aspects that the Internet 

user would like to protect. Despite the significant 

popularity of encrypted Internet traffic using the 
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HTTPS (Hypertext Transfer Protocol Secure), this 

method only hides the message of communication 

traffic. The identity of the communication sender and 

recipient is still widely accessible, which leads to the 

reduction of privacy. The ease of identifying these 

communication entities by the adversary could be 

considered a major threat to Internet user privacy. 

Hence, various works have been engaged to provide 

Internet users with a privacy-enhanced environment for 

online users. An anonymity platform named Tor (The 

Onion Router) was proposed to fulfill that necessity 

[1]. Since its inception in 2004, Tor has become one of 

the most popular privacy-enhancement tools for 

Internet users to protect their online identity. By using 

the Tor platform, two parties communicating with each 

other are very difficult to be associated with. This will 

allow an Internet user to hide their real identity (IP 

address) and prevent the third party from identifying 

with whom they are communicating. When a Tor user 

opens a Facebook website, the Facebook server cannot 

identify the actual IP address of that particular user. In 

addition, if an adversary is monitoring the user's 

Internet activity, the adversary would be unable to learn 

that the user had browsed the Facebook website 

because the Tor platform acts as the intermediary 

between the user and the Facebook server.  

As one of the most popular anonymity tools on the 

Internet, Tor was used by over two million users in 

2019 [2]. Consequently, it attracts many researchers' 

interest in challenging the anonymity properties 

provided by the Tor platform [3-4]. Numerous attack 

studies have been proposed out by these researchers in 

various angles and attacking scenarios. 

Despite that work by [3], [4], [5], and [6] had made 

surveys on the Tor attack studies, there is still the 

aspect of Tor attack studies that are yet to be uncovered 

and remain ambiguous to this date. The attack subject 

utilized in various attack studies is yet to be classified 

and analyzed. Without an appropriate comprehension 

of the attacked subject utilized in those attack studies, 

the true nature of these attacks might be unable to be 

recognized. 

On that account, this paper aims to classify and 

analyze the attacked subject on the Tor attack studies. 

The knowledge obtains from this study will allow for 

better comprehension of the nature of these Tor attack 

studies. In addition, knowledge on the trend and 

practice of attack subjects on various Tor studies will 

be useful for researchers' guidance in the future. 

This paper is presented in seven main sections. 

Section 2 introduces the Tor working principle. Section 

3 elaborates on the active subject use in Tor attack 

studies, while Section 4 elaborates on the passive 

subject. Section 5 classifies Tor attack studies with 

their respective attack subject. Section 6 analyses the 

practice and trend of the subject in Tor attack studies. 

Lastly, Section 7 will conclude this study. 

 

2. Tor Background 
Tor is developed based on onion routing 

architecture that operates on top of the regular Internet. 

The main principle of this architecture is that the 

network traffic is encapsulated into multiple layers of 

encryption that only be decrypted by Onion Router 

(OR) [1]. The OR is the entity in the Tor network that 

relays traffic from the Tor user to the actual recipient. 

When a Tor user communicates with a recipient, the 

network communication package will be encrypted into 

several layers and then forwarded through three ORs 

before it reaches the actual recipient. Each of the OR 

will decrypt an encryption layer to learn the destination 

to forward the traffic. Using this concept, only Entry 

OR (the first OR) knows the actual Tor user identity, 

and only the Exit OR (the third OR) knows the 

communication recipient. The Middle OR (the second 

OR) does not know the actual Tor user or 

communication recipient, but the Tor can provide 

anonymity to the Internet user. Fig. 1 illustrates the 

communication diagram between the Tor user and the 

destination. Green-line indicates that the network 

traffic is protected using the onion routing encryption, 

while red-line indicates regular internet traffic. 

 
Fig. 1 Communication diagram in the Tor network 

 

3. Active Attack Subject 
To execute an attack on Tor, the attacker might 

choose the attack technique that requires the attacker to 

actively control a subject that will be utilized for the 

attack. The different subjects will require a different 

access method and provide different capabilities to the 

attacker to launch his attack. By reviewing the 

literature, the active attack subject could be classified 

into seven components. Generally, the attacker is 

expected to maliciously control these components by 

impersonating them as a legitimate component or 

corrupted the existing, legitimate component. The 

following is the discussion on these active attack 

subjects. 

 

3.1. Client 

The attacker used the Tor client software as the 

subject of an attack. The attacker impersonates a 
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normal Tor user to execute the attack that will allow for 

an attack that requires a legitimate Tor user as its 

subject. This attack subject is easiest to employ since 

anyone can download and install Tor client software. 

Though, it could be argued to be the least harmful 

compared to other malicious components as it does not 

give any unique advantage to the attacker as it only has 

access as a normal Tor user. 

 

3.2. Entry OR 

Attacker use Entry OR as the subject of an attack. 

The attacker controls an Entry OR to execute the 

attack, allowing for an attack that requires access to the 

Entry OR. The importance of Entry OR is that it does 

know the original sender of the communication 

message. By controlling the Entry OR, the attacker 

might have the possibility to learn the actual sender of 

the communication message. Despite that valuable 

information, it does not reveal any information on the 

actual destination of the traffic.  

 

3.3. Middle OR 

The attacker uses Middle OR as the subject of an 

attack, controlling Middle OR executing the attack that 

will allow for the attack that requires access to the 

Middle OR. Compared to the Entry OR, Middle OR 

does not know any valuable information such as the 

actual sender or recipient of a communication message. 

It only knows the Entry OR and Exit OR information. 

Nonetheless, it still might be useful if the attack is used 

for surveillance purposes [7].  

 

3.4. Exit OR 

Attacker use Exit OR as the subject of an attack. 

The attacker controls Exit OR to execute the attack, 

allowing for an attack that requires access to the Exit 

OR. By controlling the Exit OR, the attacker can learn 

the information on the actual destination of message 

communication. Despite the lack of information on the 

actual sender of the message communication, 

controlling the Exit OR might be useful for an attacker 

that wants to learn the actual destination of message 

communication or modify the traffic that will be sent to 

the actual destination [8]. 

 

3.5. Destination 

Attacker impersonates as a legit destination of 

message communication. One of the major reasons to 

do this is to retrieve the information on the actual 

destination of the communication, which is supposed to 

be hidden on Tor [6]. Using a malicious destination, an 

attacker might employ a traceback technique that can 

leak the actual sender information [9]. An attacker 

might not need to set up a new malicious destination; 

instead, it can do so by injecting or manipulating the 

current existing components [9].  

 

3.6. Autonomous System 

An autonomous system refers to the collection of a 

connected Internet routing protocol. An attacker that 

managed to control a component of the autonomous 

system can control the network component that 

involves routing the Tor traffic. It could be an Internet 

Service Provider or Internet Exchange Point. The Tor 

traffic from the Tor's user to the actual destination 

might flow through one of these components controlled 

by an attacker. Although it could be argued as one of 

the most sophisticated active attack subjects, it could 

be useful for an attacker with the intention of mass 

surveillance or correlation between Tor's traffic [10]. 

 

3.7. Network Gateway 

A network gateway refers to a local area network 

administrator administering the network connection 

between the Internet and its internal network user. It 

could be an entity on the campus network administrator 

or a company network administrator. While the 

autonomous system is only able to learn the public IP 

address of the user, the network gateway can correlate 

the communication between an Entry OR with an 

internal IP address of its network's user. This attack 

subject typically uses the network gateway to block 

users from accessing the Tor network [11-12]. 

 

4. Passive Attack Subject 
In Tor attack studies, passive attack typically only 

monitors the Tor network traffic without modification 

or alteration. Instead of maliciously controlling a 

component for an active attack, the passive attack 

would only passively require the attacker to monitor 

the network traffic on a certain location. Based on the 

reviewed literature, there are three common locations 

for monitoring and capturing in the passive attack on 

Tor. The following is the discussion of the three 

monitoring locations. 

 

4.1. Between User and Entry OR 

The attacker passively monitors network 

transmission between Tor's user and Entry OR. The 

attacker could be an ISP or anyone that could tap into 

the network transmission. If the attacker is located 

within the same local network with the user, it can 

correlate the Entry OR with the user's private IP 

address. If the attacker is on a different network, it can 

only correlate the user's public IP address with the 

Entry OR. 

 

4.2. On Middle OR 

The attacker passively monitors network 

transmission occur at Middle OR. It could be between 

Entry OR and Middle OR, or between Middle OR and 

Exit OR. Nevertheless, this is the least useful 

monitoring since both the actual sender and actual 

recipient of a communication message are unknown. 

Despite the drawbacks, it is useful for surveillance 

purposes [13]. 
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4.3. Between Exit OR and Destination 

The attacker passively monitors the network 

transmission between the Exit OR and the traffic's 

actual destination. An attacker that monitors this type 

of transmission location is commonly located close to 

the destination's network. The attacker only knows the 

destination traffic but does not know the Tor user's IP 

address. 

 

5. Attack Subject in Tor Attack Studies 
Table 1 classified various Tor attack studies with 

their corresponding attack subject. This study reviewed 

80 works related to attacking the Tor platform from 

2007 to 2016, within ten years. Studies that relate to 

Tor but not focusing on attacking Tor are excluded 

from this table. 

 
Table 1 Attack studies on Tor with their corresponding attack 

subject 
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[14] 2007 ✓  ✓        

[15] 2007       ✓    

[16] 2007 ✓  ✓        

[17] 2007      ✓     

[18] 2008 ✓  ✓        

[19] 2008    ✓      ✓ 

[20] 2008   ✓  ✓      

[21] 2008       ✓    

[22] 2008     ✓   ✓ ✓  

[23] 2009 ✓          

[24] 2009        ✓   

[25] 2009 ✓  ✓        

[26] 2009   ✓ ✓       

[27] 2009    ✓       

[28] 2009 ✓  ✓        

[29] 2009 ✓  ✓        

[30] 2009 ✓  ✓        

[31] 2009      ✓     

[32] 2010 ✓  ✓        

[33] 2010   ✓        

[34] 2010 ✓  ✓        

[35] 2011        ✓   

[36] 2011 ✓          

[8] 2011   ✓        

[37] 2011     ✓   ✓   

[38] 2011    ✓       

[39] 2011   ✓        

[40] 2011        ✓ ✓ ✓ 

[41] 2011       ✓    

[42] 2011          ✓ 

[43] 2012 ✓  ✓        

[44] 2012        ✓   

[45] 2012        ✓   

[46] 2012       ✓    

[47] 2012 ✓  ✓        

[48] 2012  ✓         

[49] 2013        ✓  ✓ 

[50] 2013        ✓   

[51] 2013 ✓  ✓  ✓      

[52] 2013    ✓       

[53] 2013      ✓     

[54] 2013    ✓    ✓   

[55] 2013 ✓  ✓        

[56] 2013     ✓      

[57] 2014        ✓   

[58] 2014        ✓   

[59] 2014        ✓   

[60] 2014        ✓   

[61] 2014        ✓   

[62] 2014        ✓   

[63] 2014        ✓   

[64] 2014        ✓   

[65] 2014     ✓   ✓   

[66] 2014 ✓          

[11] 2014       ✓    

[9] 2014     ✓   ✓   

[67] 2014  ✓         

[68] 2014   ✓        

[69] 2015      ✓     

[70] 2015      ✓     

[71] 2015        ✓   

[72] 2015 ✓  ✓        

[73] 2015      ✓     

[74] 2015        ✓   

[75] 2015        ✓   

[76] 2015 ✓       ✓   

[77] 2015       ✓    

[78] 2015        ✓  ✓ 

[79] 2015      ✓     

[80] 2015 ✓          

[81] 2015  ✓         

[82] 2015       ✓    

[83] 2015       ✓    

[84] 2016      ✓     

[12] 2016       ✓    

[85] 2016        ✓   

[86] 2016   ✓     ✓   

[87] 2016        ✓   

[88] 2016        ✓   

[89] 2016   ✓ ✓       

Total 19 3 22 7 7 8 9 29 2 5 

 

It can be observed that the greater part of the 

reviewed studies focuses on passive monitoring 
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between user and Entry OR, followed by malicious 

Exit OR and Entry OR. Fig. 2 shows the attacked 

subject utilized in the reviewed studies throughout the 

years. It could be seen that between 2007 and 2014, 

malicious Entry OR and malicious Exit OR had been 

received much attention from the researchers. 

However, this trend had changed where starting in 

2014, monitoring between user and Entry OR had 

received greater attention from Tor attack studies. 

 
Fig. 2 Attack subject utilized in the reviewed studies throughout the years 

 

6. Discussion 
Under the presented classification, several 

fundamental observations could be apprehended. First, 

it is very important to differentiate between an attack 

that utilizes the active and passive technique because 

different attack modes require different attacking 

resources and preparation steps. Except for the client as 

a malicious component, attacking that only require 

traffic monitoring can be presumed as significantly 

easier to execute rather than controlling a malicious 

entity. The attacker only needs to tap the network to 

capture the traffic and does not require setting up any 

malicious component or modifying any traffic 

transmission. An attack that actively modifies traffic 

also could be detected and blocked by the Tor 

administrator [43, 67-68]. 

Despite the major differences in attacking 

requirements, various studies combine both actively 

control malicious components and, at the same time, 

passively monitor traffic due to these attacks partially 

require an actively controlled malicious component as 

had been carried out by [22], [37], [54], [71], [76], [86] 

and [9]. 

In addition, various studies combine both controlled 

Entry OR and Exit OR. Out of 19 studies that focus on 

controlling Entry OR, 14 also control the Exit OR 

simultaneously. This type of attack subject is very 

popular on end-to-end correlation attacks where the 

attacker tries to correlate traffic between the actual 

sender and the actual destination [43]. This kind of 

attack directly threatens Tor's anonymity capability, 

which is supposed to disassociate the communication 

message's actual sender and destination, which might 

be one reason for popularity on these active attack 

subjects. 

Some studies could be justified as had a poor 

decision on the attacked subject by choosing 

unnecessary attack subject. The study by [23] had 

utilized controlled Entry OR in order to execute the 

attack. The authors use the Entry OR to collect traffic 

from Tor's users. However, this activity could be 

performed by passively monitoring the traffic between 

the user and the Entry OR. Based on how the authors 

use the controlled Entry OR, there is no noticeable 

advantage of using this high attacking resource 

obligation where passive monitoring could be urged as 

having the same capability with significantly fewer 

attacking resources. 

As for the monitoring location, it can be observed 

that monitoring between user and Entry OR is the most 

popular passive attack subject location due to this 

location enables the attacker to learn the user IP 

address. Additionally, it could be seen that monitoring 

on Middle OR and monitoring between Exit OR and 

destination received a lack of attention from 

researchers. This might be because it does not provide 

useful information and can only be executed by ISP or 

autonomous system. Consequently, studies that 

monitoring on Middle OR does not solely use it as the 

attacked subject since they also utilized other means of 

attack subject. In an active attack, controlling the 

Middle OR also received a lack of focus from the 

researchers. However, this might still be useful 

compared to passive monitoring since controlling an 

OR will provide the attacker with cell traffic 

information unavailable in passive monitoring [76]. 
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Despite the popularity of active attack subjects in 

Tor attack studies, the sudden popularity growth on 

passive monitoring between user and Entry OR since 

2014 could be justified due to several potential factors. 

These factors include controlling malicious 

components become harder and easier to be detected, 

active attack subjects do not scale well in increasing 

the number of the victim, or the passive monitoring 

attack has become capable enough to have the same 

level of threat with the subject on the active attack. 

Howbeit, these potential factors require further in-

depth exploration to be validated and substantiated. In 

order to do so, each of these attacks needs to be 

evaluated in terms of the attack procedure, the outcome 

of the attack, and the attack effect from an anonymity 

perspective. These evaluation criteria are crucial in 

understanding the rationale behind the changing of 

practice and trend among researchers on the Tor attack 

subject, which should be addressed in future work. 

7. Conclusion
The introduction of Tor as a tool for anonymous

Internet access has attracted the attention of researchers 

worldwide. Researchers had proposed multiple attack 

techniques to challenge the anonymity provided by Tor 

to the Internet user. In order to have a better 

understanding of the nature of the attack utilized in 

these studies, this paper has classified and analyzed 

these attack subjects.  

The existing attack in Tor lacks in-depth 

investigations on the practice and trend of attack 

subject utilized in Tor. Despite that it is a security 

attack, Tor has a significantly unique subject than other 

security attack research fields. Each attack subject has 

its weaknesses and vulnerabilities that researchers 

relentless trying to discover. A broad investigation is 

carried out in this paper to understand the trend on 

these Tor attack subjects. Additionally, reviewing a 

huge number of Tor attack studies is important. It is to 

ensure that a wide range of possible attack scenarios is 

included in the analysis. If only a few studies are 

reviewed, the actual potential and risk of these subjects 

of the Tor attack might be misinterpreted or 

overlooked. Hence, this study provides a review and 

analysis of a wide range of Tor attack studies to 

understand better the subject these attacks utilize. This 

classification had yielded several new important pieces 

of knowledge on the practice and trend of the subject in 

Tor attack studies. Previously, it had been unknown 

that there are only three attack subjects that are popular 

among researchers. The other attack subjects seem to 

have received a lack of attention from researchers 

worldwide. 

Hence, the knowledge obtained from this study 

optimistically will allow for better comprehension of 

the nature of the attacks executed on Tor. In addition, it 

will hopefully be useful for future researchers' 

guidance, especially in the context of practice and 

trends in attack subjects on Tor. Optimistically, this 

study should be beneficial for better comprehension of 

building a stronger defensive mechanism for a secure 

Tor environment. 

Although this paper reviewed various Tor attack 

studies, there is a lack of in-depth investigation on each 

attack, especially how they utilize the attacked subject 

to attack Tor. A thorough understanding of the attack 

subject’s utilization method is valuable to comprehend 

the practical usage of the attacked subject in Tor, where 

this study only discussed it briefly. This research idea 

should be considered for future works. 
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