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Abstract: Network security systems vary much according to the circumstances and conditions concerned. A
network security system plays a very important role in maintaining network security to prevent attacks and protect
us from frequent attacks on a device through a network both in terms of malware administration and data theft. This
research aims to build a Honeypot security system as a trap, detect attacks, and be able to get useful information
from malware analysis results. It is also focused on the extent to which HIDS-based IDS can detect attacks common
in the network, with Honeypot Dionaea, which serves as an attracter for attackers, and what information will be
obtained when performing analysis malware using Cuckoo Sandbox. This implementation is carried out with six
active users in one network and pays attention to whether IDS can detect the attacker. The results show that HIDS-
based IDS has the advantage of monitoring digital data, and based on the results of brute force attack attempts
obtained, 65.55% detected an attempt to log in using an unregistered username, 29.16% detected a failed login
attempt, 4.17% detected double log in a short time, and 1.11% detected a brute force attempt to gain access to the
system. Cuckoo Sandbox can provide malware information in the form of what types of malware are analyzed, how
the malware behaves, and how it impacts the malware on the systems attacked.
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1. Introduction technology. The transmission of information must be
The rapid development of technology creates threats prc_)te_cted because a novice can attack the_system using
and disruptions that will affect the performance of the ~ €Xisting network attack tools. For this reason, a
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disruption detection system, known as Intrusion
Detection System (IDS), was created. In addition to
IDS, there is also a honeypot that serves as an attacker
trapper and Cuckoo Sandbox that performs malware
analysis.

This research was conducted based on previous
researches. In [1] stated that honeypot is one of the
tools for analyzing malware and attack methods. The
main idea of the Honeypot operation is to make the
decoy system expose security issues such as
vulnerabilities. Research [2] declared honeypot is a
forgery system used at the network entrance to trap
hackers, usually inducing malware to attack the real
server and identify malicious activities performed over
the Internet. Research [3] stated that IDS analyzes the
traffic of the network to find malicious attacks. It
depends on the dimension of the system structure used.
In [4], IDS is an effective security technique that can
protect the system from cyber-attacks by analyzing
network traffic. Research [5] stated doing malware
analysis is important to overcome and prevent malware
attacks appropriately because each type of malware has
its threats and ways of working. Another research [6]
states that malware analysis aims to provide the
information necessary to deal with malware attacks by
knowing what is happening in the system, where the
infected file is located, detecting the malware activity,
and the types of malware it belongs to. In [7], a
honeypot is a certain security measure facility designed
to authorize the purpose of being attacked and
disclosed its information system resources to Luring
unauthorized and illegal access. IDS was implemented
in [8] as a software or hardware system that can
identify malicious behaviors on computer systems to
maintain  system security. IDS implementation
discussed in [9] contributes to find and abolish
malicious activities in computer and network security.
In [10], the research was conducted to improve IDS
performance by using NSL-KDD training and test data
sets with binary classification. It aims to decrease the
number of irrelevant features, thus increasing
classification accuracy.

In this paper, the implementation of a local network
security system using a Dionaea honeypot and IDS. In
addition, malware analysis is carried out using system
malware analysis, focusing on the security side of users
with Host-based IDS for one user. The honeypot acts as
a trap for attackers by deliberately opening fake ports
to attract the attacker’s attention. This system is applied
to servers with high intensity for data entry and exit.
The malware analysis system used is the cuckoo
sandbox. Cuckoo sandbox can provide suspicious
application tests with a score of 0-2 for the safe
category, 3-5 for the suspicious category, and 6-10 for
the danger category. The cuckoo sandbox is also able to
display the behavior of suspicious applications and can
record these behaviors. This research is performed
specially for host-based IDS using the Wazuh tool as a

comprehensive Open Source Security Platform. Wazuh
supports maintaining network security.

2. Basic Theory

Honeypots are made to be attacked, investigated,
and exploited. Honeypot is designed to provide
information rather than improve it [11]. Honeypot can
be clarified based on the interaction it has. Low
Interaction Honeypot is designed to emulate services
like on the original server. Attackers can only check
and connect to one or more ports; meanwhile, high
interaction honeypot has an operating system where
attackers can interact directly. There are no restrictions
that limit those interactions. Removing these
restrictions is high risk because attackers can have root
access.

IDS has similarities with firewalls, but IDS also has
its own advantages. IDS generally collects data from
network resources monitored by IDS and analyzes the
data. However, this does not solve all safety-related
issues. IDS cannot overcome the weak identification
and authentication procedures, including problems in
network protocols [12]. IDS can conduct traffic
inspections both inbound and outbound within a system
or network. Itgeneratesexplanation and find proof of
attempted intrusions. In Network-Based IDS
Implementation, the traffic passing on the network will
be analyzed if an intrusion event is detected. NIDS is
usually located at the entrance of the network or where
the server is located. The disadvantage of NIDS is that
it is quite complicated to be implemented in a network
that uses ethernet switches. Meanwhile, in Host-Based
IDS, a network host activity will be monitored,
regardless of whether there is an attempted attack or
interference. HIDS is usually placed on the primary
server on the network, such as Firewall, web server, or
internet server.

Software that enters the system without being
detected by the user is malware. Malware has a
destructive nature. Malware plays a role in gaining
access to computer systems and network resources,
disrupting computer operations, and collecting personal
information, thus threatening internet availability, host
integrity, and user privacy [13]. The purpose of
malware is undoubtedly to destroy or steal data from
the incoming device. Malware is specifically designed
to perform destructive activities—other malware such
as trojan horses, viruses, spyware, and exploits [14].
The purpose of creating malware is to perform
malicious activities that can negatively impact the
victim, such as wiretapping and theft of personal
information. Malware analysis is a process for
determining the functionality, source, and potential
impact of specific malware samples such as viruses,
worms, trojan horses, rootkits, or backdoors. There are
two methods to do malware analysis. The first one is
called dynamic analysis. It is a method of analyzing
malware by comparing system behavior before
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malware is run with system behavior after the malware
is run. Dynamic analysis methods usually use virtual
software such as Virtualbox, VMware, and others. If
the malware run causes damage to the system, the main
system will not be damaged by the malware. The
second method is called static analysis. It is a method
used to perform malware analysis by directly observing
the source code of malware. In [15], the performance
of each malware execution chain was performed by
reverse engineering analysis.

3. Methods

In this section, we test several attack scenarios such

as SSH Brute force, RDP Brute force, and DoS Attacks.

The system scans the possible targets to be attacked.
Fig 1 shows port scanning using NMAP.

| Fig. 1 Port scanning using NMAP

After getting the target, we can attack the system.
Fig 2 shows the results of SSH Brute force using
Metasploit. We must set up a library that contains a list
of usernames and passwords to brute force.

msf5 > use auxiliary/scanner/ssh/ssh_login
> set rhosts 192.168.0.9

set stop_on_success true
et user_file users.txt
set pass_file passwords.txt

et verbose true

Fig. 2 SSH Brute force

Fig 3 shows the second attack scenario. It performs

RDP Brute force where it takes a remote crack Desktop.

The attack tool is Hydra with the username “George”
and a list of existing passwords used as passwords for
remote desktop access.
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[ATTEMPT]

Fig. 3 RDP Brute force

The 3rd attacker scenario is a DoS attack using
hping3 that shown in Fig 4. This attack will utilize port

80 that has been opened by Honeypot Dionaea, as a
trap.
We also test malware by using pirated applications.
It has resulted in a blog that provides pirated
lications along with malware brought ransomware.
kali:/ hi 8 loo 9

8 d 192.1 0

s + @ data bytes

469 packet
d-trip min
ali:/

received, 100% packet loss

Fig. 4 DoS attack

The result is shown in Fig. 5.
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Fig. 5 Pirated application provider blog

4. Results and Discussion

4.1. Brute Force

Fig. 6 shows activities recorded from SSH Brute
force. The results are obtained from Wazuh. The
information on the existence of SSH logins takes on
certain hours. The other information, such as a targeted
attack, IP attacker, and the user used to login SSH, can
be detected.
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|———————— .
Target

"data": {
"srcuser”: "blimey",
"srcip”: 92.168.8.18
"srcport™: "33595

[ Penyerang

T

Fig. 6 Recorded activity from SSH Brute force

Fig. 7 shows the five Wazuh highest alerts from
12:00 p.m. to 9:00 p.m. It is stated that the alert for the
attempted log in using a username that is not listed on
the target as much as 65.55%, then the failure in the
login as much as 29.16%, then a 4.17% double log in
short attempt, then a brute force attempt to gain access
to the system by 1.11% and the last one was an alert
from vulnerabilities against lebnettel6 based on CVE-
2018-16869 of 0.01%. Broadly speaking, for log-in
experiment alerts using unregistered usernames, login
failures, attempted logins shortly, and detected brute-
force attacks, these are all included in the alerts for
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brute-force attacks that are broken down specifically
into their activity. Thus, in total, 99.99% of brute-force
attacks have been detected.

Top 5 alerts e

@ sshd: Attempt to log...
‘l @ PAM: User login fail...
@ PAM: Multiple failed ...
@ sshd: brute force tr...
@ CVE-2018-16869 af...

Fig. 7 Top five alerts

4.2. DoS

Fig 8 shows the information from Wazuh in the DoS
scenario. The DoS attack took advantage of port 80,
opened by Honeypot Dionaea, but the result obtained
by Wazuh is the absence of attack activity. This
happens because HIDS-based IDS is indeed more
reliable in monitoring digital data, mentioned in the
Wazuh website, which states that Wazuh is one of the
best HIDS to analyze log activity in each registered
agent device. However, some security issues are more
often detected by inspecting network traffic.
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Fig. 8 Wazuh did not detect DoS attack

4.3. Integrity and Vulnerability Monitoring

Integrity Monitoring is one of the Wazuh features to
ensure that digital data is content that can be trusted
and accurate. Fig 9 shows this experiment. The
monitoring is done by creating files, editing, and
deleting files. All activities can be recorded properly by
the Wazuh.

Time « syscheck.path syscheck.event
Nov 12, 2626 @ 84:46:83.862 c:\apple\test.txt deleted

Nov 12, 2628 @ 84:45:57.868 c:\apple\test.txt modified

Nov 12, 2628 @ 84:45:55.863 c:\apple\test.txt added

Nov 12, 2820 @ 04:45:55.847 c:\apple\new text document.txt deleted

Nov 12, 2628 @ 84:45:52.239 c:\apple\new text document.txt added

Fig. 9 Integrity monitoring

Vulnerability Monitoring on Wazuh works based on

CVE. All applications are scanned within the agent
connected to the Wazuh. Fig 10 shows the monitoring
results. The Wazuh detects security gaps in each
existing application.

Mast common rules

RulelD Description Count -
23508 CVE-2020-26154 affects libproxyivs
23508 CVE-2020-26154 affects libproxyl-plugin-networkmanager

23508 CVE-2020-26154 affects libproxy1-plugin-gsettings

23508 CVE-2020-15683 affects U

23506 CVE-2020-15683 affects thunderbird
Export: Raw & Formatted &

123 4

Fig. 10 Vulnerability monitoring

4.4. Malware Analysis

The malware analysis provides some important
information, including malware type, the attack
behavior scenario, and the impact resulting from the
malware attack. In this case, the analysis revealed
ransomware as a malware type, and several processes
carried out by the malware, making hidden system
files, creating some additional programs, and doing the
read and write process on memory protection. In Fig
11, it is alleged that the malware, according to the
cuckoo sandbox 10 out of 10 points of the malware, is
highly suspect.
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®Enors & score

ack
_ AFeedback
M :
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B File wannacrypt(1).exe
Summary & Downiosd Resmbemt smpe

S 3AME

000000000000

Type  PEI2 exceutabie (GUI) Intel 80386, for MS Windoms

Fig. 9 Cuckoo Sandbox

Fig. 12 shows the behavior of the malware when the
malware is run. One of them is an experiment to inhibit
the task of analysis, create documents on system files,
create files that can be run on system files, perform
suspicious processes, and many others that have been
recorded by the cuckoo sandbox.

© A process attempted to delay the analysis task. (2 events) >

© The binary likely contains encryptes

© Potentiaily found in the drocess memory duma (1 event) >

Fig. 10 Malware behaviors

5. Conclusion

We can develop an integrated security system for
preventing network intrusion. The system shows that
the honeypot being used serves as a catcher for the
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attacker as it opens multiple ports, but the original
system is not affected by the attack. Wazuh as a
detection system works well for maintaining digital
data. HIDS-based IDS has the advantage of monitoring
log activities on each connected agent. IDS could
detect brute-force attacks with a percentage of 65.55%
detected attempts logged in using unregistered
usernames, 29.16% detected a failed log-in attempt,
4.17% detected double log in at an adjacent time, and
1.11% detected a brute-force attempt to gain access to
the system. In the malware analysis, information is
obtained, including the type of malware, malware
behavior, and its impact. The sandbox cuckoo assesses
the danger level of malware based on the malware
behavior. The more malware behavior, the higher the
hazard value.

We can add an auto report feature using social
media and instant messaging to the security system on
the network for further work. This feature will facilitate
the system administrator’s task in monitoring attacks
into the network system.
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