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Abstract: Cloud computing is a new and advanced viewpoint for large-scale parallel and distributed
computing systems. Cloud computing is growing quickly, and users are demanding more services and better
results, so cloud-computing load balancing has become a very thought-provoking and important research
area. Load on the cloud is growing extremely with the expansion of new applications. Load balancing is a
major area of the cloud computing environment, which guarantees that all connected devices or processors
simultaneously perform the same amount of work. Hence, an efficient load-balancing scheme is needed to
improve the performance of cloud computing. Different researchers in the past years have proposed several
load-balancing algorithms. This paper examines the important necessities and concerns for designing and
implementing a suitable load balancer for cloud environments. In addition, we constitute an entire survey of
recently proposed cloud load balancing solutions; finally, we propose evaluating these solutions based on
suitable metrics and discuss their advantages and disadvantages.
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1. Introduction computing provides various benefits such as speed,

Cloud Computing has become very popular in security, and privacy [1, 18]. An enormous numbe;r of
recent times. Cloud computing refers to maintaining a  USers may need to access the cloud at the same time;
collection of diverse computer resource systems and  this may cause applications running concurrently to
services that can be easily configured and provided to  face many challenges in balancing the load amongst
users over the internet, with minimal efforts. Cloud  them. The entire system can even break because of
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overloading. Load balancing is a method that is used to
ensure that all the computing resources are distributed
efficiently. The resources in cloud computing are
offered to users on demand, as per SLA requirements.
For each application service in the data center,
providers should assure Quality of Service (QoS) while
achieving optimal utilization of the server and energy
[2]. In the cloud, dynamic resources can be efficiently
managed using virtualization technologies (VM
resources) that balance the workload for the entire
system, and schedule and allocate the resources
efficiently [3]. In this paper, we will explain the types
of cloud computing and compare and discuss the
advantages and disadvantages of cloud computing
algorithms based on speed, replication, single point of
failure (SPOF), spatial distribution, heterogeneity,
network overhead, implementation complexity, and
fault tolerance.

2. Layers and Types of Cloud

Clouds are classified based on the capabilities and
services provided at the abstraction level. In the
architecture illustrated in Fig. 1, higher layer services
can be constituted from those at the lower layers.

2.1. laaS - Infrastructure as a Service
laaS provides on-demand
fundamental computing resources, virtualized
resources, storage, computation, communication,
network hardware, and associated software. Microsoft
Azure, Google Compute Engine, Cisco Metapod, and
Amazon Web Services are the major providers of laaS.
In the laaS called Hardware as a Service (HaaS),

platform virtualization is done in laaS.

access to

2.2. PaaS-Platform as a Service

PaaS is an application development and deployment
platform. With it, the cloud provider hosts everything
like servers, networks, storage, operating system
software, middleware, and databases at their data
center. Developers can create and deploy applications
without knowing how many processors or how much
data those applications will need. Just the internet
connection is needed to develop and host whatever is
needed on a single cloud platform.

2.3. SAAS-Software as a Service

Software as a Service (SAAS), also known as
cloud-based software or cloud applications, is
application software that’s hosted in the cloud. A web
portal is required to access services at this layer, as is
aweb browser and a dedicated desktop client, or an
APl that integrates with your desktop or
mobile operating system. There is no need for locally
installed programs. Traditional desktop applications
like MS Word and Spreadsheet can now be accessed
online. Also, with SAAS programs there is no need for

software maintenance: users can simply develop and
test the applications. An example of SAAS is
Salesforce.com: it provides CRM applications that
completely reside on their servers.

Cloud client
Web browser. mobile app. etc.

SaaS
CRM., OfficeSuite, email, games

Paas
Applications. development.
deployment tools

TaaS
Virtual machines, servers, storage
networks

Fig. 1 Service models in cloud computing

3. Deployment Models in Cloud
Computing

There are four types of deployment models in cloud
computing; their type is determined based on their
physical location and distribution. The deployment
model types are illustrated in Fig. 2.
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Fig. 2 Cloud computing deployment models

3.1. Public Cloud

A public cloud is a type of cloud hosting that provides
easy access to its users. Public clouds are maintained by a
third party. All the services are available to the general
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public on a pay-as-you-go basis.

3.2. Private Cloud

A private cloud is also named an ‘internal cloud’,
which permits the accessibility of systems and services
within a limited boundary or organization. The cloud
platform is implemented in a cloud-based secure
environment that is protected by advanced firewalls
under the observation of a specific organization’s IT
department. It is a cloud model that is used by a
company for its internal/partner use, providing the
organizations with greater control over data and its
security. Business organizations that have dynamic,
critical,  secured,  management  demand-based
requirements should use a private cloud.

3.3. Hybrid Cloud

A hybrid cloud is another cloud computing type,
which is a deployment model that combines the public
and private clouds; i.e., it can be a combination of two or
more cloud servers, i.e., private and public [17]. It can
combine these under one architecture, or the clouds can
remain as separate entities. Non-critical tasks like
workload development and test are done using the public
cloud. In contrast, critical tasks such as organization data
handling are done using a private cloud.

3.4. Community Cloud

In the community cloud, setup is shared manually
among organizations in the same community or area.
This model is managed and hosted domestically or by a
third-party vendor.

4. Related Works

Basic load balancing is the method of distributing
requests to resources in the cloud computing
environment to optimize results. There are many
constraints on formerly proposed load balancing
algorithms. The First Come First Serve (FCFS) is the
simplest load balancing algorithm that considers only
the time used by the task to reach the VM. The Round
Robin (RR) load balancing algorithm is similar to
FCFS with only one difference in which it gives the
same time slots to all tasks. Research on previous load
balancing algorithms, like Shortest Job First (SJF) and
FCFS, shows that throughput was not improved much
by these implementations [4]. [5] defined throughput as
the number of requests served in a single time unit.
With higher throughput, cloud computing systems will
have higher performance. All cloud frameworks must
adapt to any potential failure while easily maintaining
the identical throughput. For example, if a node fails in
a cloud framework, the framework cannot fail. A load-
balancing algorithm can automatically reassign a
request from a failing node to any other available node
in the most feasible way. [6] proposed a distributed and
scalable load-balancing mechanism for cloud
computing using game theory. This mechanism is

implemented locally in each PM, and its current state is
then detected. Then, if under-used or over-used states
are detected, a selection process begins. Through this
process, the appropriate moving VMs are selected.
Eventually, the best host for moving VMs is selected
by a migration process. [7] introduced a load-balancing
algorithm for resource allocation in cloud computing.
This algorithm is based on the hybridization of
teaching—learning-based optimization and grey wolf
optimization algorithms to maximize the throughput.
The algorithm uses a well-balanced load across VMs
and solves the local optimum trap problem. Task
priorities are also well balanced, and load-balancing is
effective based on the minimization of task time in the
queue. [8] introduced the min-min algorithm, which
starts with a set of all pending jobs. First, the time
required to finish an activity is calculated. Next, the
work with the least completion time is selected.
Finally, the chosen node and job are mapped. The
node’s ready time is then updated. This process is
repeated until all jobs are assigned. This algorithm is
executed within the minimum time but leads to
starvation, and therefore is not suitable for a dynamic
environment. Singh and Chana [9] introduced an
automatic resource planning structure called fuzzy
logic-based energy use programming. It plans cloud
resources in a data center. This framework has been
validated in the CloudSim-based simulation
environment. The program, however, provides poorer
CC service performance than other existing methods.
[10] presented a new planning algorithm based on a
GA for scheduling tasks. Scheduling of tasks and
resource allocation are the two significant factors in
CC. This model includes four attributes for planning
purposes: time to complete the activity, activity
expenses, reliability, and bandwidth. This model has
additionally followed the crossover and the mutation
operation rules to increase quality service. But GA did
not function well if resources were strictly bound. For
resource allocation, Wei et al. [11] have introduced the
imperfect information game using the hidden Markov
model (HMM) method. It is used for resource
distribution, similar to the Stackelberg game. This
model maximizes the revenue of the provider and
resource requester. Initially, the current bid of the
service provider is predicted by the HMM. To
guarantee the ideal return to the infrastructure provider,
the DRA model is proposed, which supports
synchronous deployment for multiple service providers
and resources. Pillai and Rao [12] proposed a
mechanism for allocating resources in cloud
technologies that depends on the coalition formation
and insecurity principles of game theory. This
technique avoids inter-programming complexities by
solving the problem of optimizing coalition formation.
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5. Load Balancing Based on the Cloud

Environment

Cloud computing can have either a static or
dynamic environment based on how the developer
configures the cloud environment demanded by the
cloud provider.

5.1. Static Environment

In a static environment, the cloud supplier installs
homogeneous resources. However, the resources in the
cloud are not flexible when the environment is static.
The cloud requires prior knowledge of the node
capacity, memory, processing power, performance, and
statistics required by the users. These user requirements
are not subject to alteration during runtime. Algorithms
proposed to achieve load balancing in a static
environment cannot adapt to runtime alterations in
load. Although static environments are easier to
simulate, they are not appropriate for heterogeneous
cloud environments.

The Round Robin algorithm provides load
balancing in a static environment [13]. In a static
environment, the resources are supplied to the task on a
FCFS basis (the task that entered first will be first
allocated the resource) and scheduled through a time-
sharing method. The resource that is the least loaded is
allocated to the task. Eucalyptus uses greedy (first fit)
with Round Robin for VM mapping. Radojevic [14]
introduced and developed an algorithm over Round
Robin known as the Central Load Balancing Decision
Model (CLBDM). Although it uses Round Robin as its

basis, it also measures the duration of the client—server
connection by calculating the overall execution time of
the task on the given cloud resource.

5.2. Dynamic Environment

In a dynamic cloud computing environment, the
cloud provider installs heterogeneous resources.
The resources are flexible in a dynamic environment.
In this scenario, the cloud cannot depend on the former
knowledge, whereas it takes into account runtime
statistics. The user requirements are granted flexibility
(i.e., they may change during runtime). Algorithms
proposed to achieve load balancing in dynamic
environments can easily adapt to runtime changes in
load. A dynamic environment is hard to simulate but is
extremely adaptable with a cloud computing
environment. Based on weighted least connection
(WLC) [15], Ren introduced a load-balancing
technique in a dynamic environment called ESWLC. It
assigns the resource with the least weight to a task and
takes node capabilities into account. Taking the
resource weights and node capabilities into
consideration, a task is allocated to a node. The Load
Balancing Min-Min algorithm suggested in [16] uses
three-level frameworks for resource allocation in a
dynamic cloud computing environment. It uses the
opportunistic load balancing algorithm as its basis.
As the cloud is enormously scalable and autonomous,
dynamic scheduling is a better choice than static
scheduling.

Table 1 Advantages and disadvantages of load balancing algorithms

Cons

Pros
CLDBM « Solves issues of Round Robin Algorithm
« Automated tasks forwarding reduces the
need for a human administrator
INS Initially proved to handle some sort of dynamic load
balancing
ESWLC  More accurate results than WLC
Enhanced * Less overhead for the reduce tasks
MapReduce
Ant * Best case scenario is that the underloaded
Colony node is found at the beginning of the search
« Decentralized, no single point of failure
« Ants can collect the information faster
VM * Reliable calculation method
Mapping
DDFTP * Fast

« Reliable download of files

« Inherits Round Robin issues such as not taking into
consideration node
Capabilities
« Single point of failure (if CLBDM fails, the whole process fails)
* The threshold might not be applied to all cases
+ No forecasting algorithm to identify the future behavior of the
nodes
» Complicated in terms of implementation
* Only certain parameters are considered, such as distance and
time

Complicated

The prediction algorithm requires existing data and has
a long processing time
* High processing time
* Reduce tasks capabilities are not taken into consideration
*» Network overhead because of the large number of ants
« Points of initiation of ants and number of ants are not clear
« Node status change after ants' visits to them is not taken into
account
* Only availability of node is being considered, while there are
other
factors that should be taken into consideration
« Single Point of failure
« Does not take into account network load and node capabilities
« Full replication of data files that requires high storage in all
nodes
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6. Comparison and Discussion

Load balancing is an essential task in the cloud
computing environment to achieve maximum resource
utilization. In the current study, we surveyed many
algorithms and compared them based on speed,
replication, SPOF, spatial distribution, heterogeneity,
network overhead, implementation complexity, and
fault tolerance. CLDBM can handle heterogeneous
resources, offer efficient task distribution, and provide
minimum node idle time but cannot tolerate high
delays. INS has moderate speed and full replication and
can handle heterogeneous resources, offer efficient task
distribution, and provide minimum node idle time but
also cannot tolerate high delays. ESWLC is very fast,
reduces query latency, avoids the problem of failure at
overloaded nodes, can handle heterogeneous resources,
offers efficient task distribution, and can tolerate high
delays but has high implementation complexity. The
MapReduce algorithm is slow but has no SPOF,

reduces query latency, avoids the problem of failure at
overloaded nodes, can handle heterogeneous resources
and tolerate high delays, and offers efficient task
distribution. However, it has high implementation
complexity. The ant colony optimization algorithm can
copy directory data automatically and quickly and can
change from one directory server to another, but it is
inefficient in task distribution, cannot handle
heterogeneity resources, and has high fault tolerance.
VM mapping is inefficient in task distribution and has
high implementation complexity but can handle
heterogeneity and has fault tolerance. The current
design of DDFTP enables it to tolerate high delays,
handle heterogeneous resources, efficiently adjust to
dynamic operational conditions, offer efficient task
distribution, and provide minimum node idle time, but
it relies on full replication of the files on multiple sites,
which wastes storage resources. Table 2 summarizes
the study results.

Table 2 Comparison of load balancing algorithms

Algorithms  Speed Replication SPOF Task distribution Heterogeneity Network  Implementation Fault
Overhead Complexity Tolerance

CLDBM SLOW Full Yes Yes Yes Yes Low No

INS Moderate  Partial Yes Yes Yes Yes High No

ESWLC FAST Full No Yes Yes Yes High Yes

Enhanced SLOW Full No Yes Yes Yes High Yes

MapReduce

Ant FAST Full No No No Yes Low Yes

Colony

VM FAST Full Yes No Yes Yes High Yes

Mapping

DDFTP FAST Full No Yes Yes No Low Yes

7. Conclusion

In this paper, we discuss various load-balancing
techniques, each of which has advantages and
disadvantages. We also discuss the challenges that
must be overcome to provide the most suitable and
efficient load-balancing algorithms. The static load-
balancing technique affords the easiest simulation and
monitoring of the environment but fails to model the
heterogeneous nature of the cloud. Dynamic load-
balancing algorithms, on the other hand, are hard to
simulate but are well suited in heterogeneous cloud
computing environments. In addition, the node level
that implements the static or dynamic algorithm plays a
significant role in determining the efficiency of the
algorithm. In contrast to the centralized algorithm, the
distributed algorithm offers better fault tolerance but
requires a higher degree of replication. On the other
hand, the hierarchical algorithm divides the load at
different hierarchy levels, with the upper-level nodes
requesting the services of the lower-level nodes in a
balanced manner. Consequently, dynamic load-
balancing techniques in distributed or hierarchical
environments provide better performance.
Nevertheless, the performance of the cloud computing
environment can be further maximized if the

dependencies between tasks are modeled using
workflows. Additionally, according to our study
outcomes, the high-quality load-balancing approaches
in cloud computing are those that have dynamic,
distributed, and non-cooperative features. Dynamic
characteristics refer to dynamic and on-demand
properties in the cloud that result in dynamic workloads
and services. Distributed designing can prevent
bottlenecks and SPOFs and therefore provides better
scalability and fault tolerance. Finally, the non-
cooperative method can avoid unnecessary overheads
and has a functioning load balancer.

This work may encourage beginners in the field to
design novel techniques that may consider almost all
metrics. In addition, some other important parameters
can be taken into account, such as carbon emissions,
energy consumption, and intelligence for green and
intelligent load balancers for cloud computing
environments.
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